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IEC 61850 Client for OrionLLX

The documentation for the OrionLX and OrionLXm is structured as follows.

Manual name (see cover
page of each manual)

Purpose

Quick Startup Guide

Describes out-of-the-box setup for quick installation.

Orion LX User Manual or
OrionLXm User Manual

e Description of OrionLX/OrionLXm hardware.
¢ Setup of configuration using NCD (NovaTech Configuration Director)
e OrionLX/OrionLXm:
o Configuration of OrionLX/OrionLXm features
0 Runtime features
¢ Functions of Orion MMI console
e Setup and operation of the video option (-MMB) (OrionLX only)

OrionLX Applications
Manual

Specific setup and operation of OrionLX features, such as firewall,
SFTP access, installation of SSL certificate, access to OrionLX's SQL
database with Microsoft Access® and Excel®, and others.

Software Manuals

Software manuals explain all aspects of setup and operation of
protocols such as DNP3 master and software options (Archive, Logic,
DA Logic, etc.)

Tech Notes

Tech Notes provide solutions for general integration, such as scaling or
setup of RS-485 networks.

Field Instructions

Field Instructions provide step-by-step instructions for installation of
new hardware or software in the field.

See also Appendix B — Additional References for a list and locations of the recommended reference

manuals.
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Styles and Symbols

In this document, fonts, text styles and symbols are used to distinguish standard text from keyboard input,
program text, GUI messages, and hyperlinks as follows. Warnings and safety notices are indicated with

ANSI symbols.

Displayed text or symbol

Description

This is normal text.

Standard text.

See OrionlLX Setup

Hyperlink to text in same document.

www.novatechweb.com

Hyperlink to website.

orion.support@novatechweb.com

Clicking on this link starts email client on PC.

See OrionLX User Manual

Document name.

Minimum value

Menu item or text displayed by software.

Name of the data point

Text to be entered in input field or window.

Save

GUI button to be clicked.

if frequency < 60.0 then

Program code.

<Enter>, <Ctrl>+<G>, <G>

Key to be pressed.

This yellow triangle indicates a warning that
must observed by the users in order to avoid
possible equipment damage or personal
injury.

This yellow triangle indicates an electrical
hazard.

A
A

Arad

Electrostatic sensitive device requires proper
handling and grounding procedures to avoid
equipment damage.

DANGER indicates a hazardous situation
which, if not avoided, will result in death or
serious injury.

AWARNING

WARNING indicates a hazardous situation
which, if not avoided, could result in death or
serious injury.

/A CAUTION

CAUTION indicates a hazardous situation
which, if not avoided, may result in minor or
moderate injury.

Note that depending on the Windows® display settings on the computer running NCD, some of the
screen shot details may appear differently than those shown in this manual. The screen shots in this
manual have been taken using the setting “Windows Classic” which is available on Windows XP®,
Windows Vista® and Windows 7®.
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[. Introduction

The IEC 61850 Client Module enables the Orion to operate as a client or master to IEC 61850 servers
such as IEDs, meters, and relays. The IEC 61850 Client can be set up to poll one or more slave devices
in the field.

Within the Orion, the data polled by the IEC 61850 Client from the field device(s) is made available to any
Orion slave port (through which master stations communicate with the Orion), as well as to an Orion logic
module if present. Likewise, commands can be sent to the field device(s). The output commands are
either received on one of the Orion’s slave ports, or generated by an Orion logic module. In both cases,
the output point must be mapped to the correct field device and point address for the IEC 61850 Client.

The IEC 61850 Client Module is available on both the OrionLXm and the OrionLX-CPX. When the term
“OrionLX" is used in this manual, it refers to these two products, not the standard OrionLX.

For general information regarding IEC 61850 which is beyond the scope of this manual, refer to the
International Electromechanical Commission (IEC) website: www.iec.ch.
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[I. NCD Port Configuration

Setup of IEC 61850 Port

The IEC 61850 Client is set up on an Ethernet port of the OrionLX as follows. Note that only one IEC
61850 Client port can be set up on the Orion. Multiple IEC 61850 server devices can be handled by this
IEC 61850 Client port.

NovaTech Configuration Director

File Edit | Configure | Communications  Window  Help

|j E ﬂ | 1 m_w 3 General

Hardware Model

Serial Ports
Network Configure New Port
MET - Time Interface
Add Ons

Hardware IO

Port 23 - HTTP Slave HTTP Slave
Port 24 - XML Slave XML
Port 27 - DMNP3 Master DNP Master

Logic Port 28 - DNP3 Master DDIO

Port 29 - DNP3 Slave DNP Slave
Port 31 - Dial Interface Dial Interface

Figure 1: Configure New Port for IEC 61850 Client

Protocol Selection Port 33 (OrionlLX_Demo.ncd)*

Protocol | Mode | version | Portinuse | «
Dial Imteface  3.02 Port 31

DMF3 Master 315

DMF3 Slave ERD

Email Slave 3.05

HTTP Master am

IECG0870-5-101/104  Slave 1.05

IECE1850 Master |

Modbus Master in

Modbus Slave 307

SEL Master 314

SPassthru Inteface  3.01

WEBR Slave 3.00

¥ML Slave 3.07 Port 24 -
¥MLRPC Slave 3m j
*RAI OO | Y, P e

0K I Cancel

Figure 2: Select IEC 61850 as Protocol
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Port Menu

After the IEC61850 protocol is selected, the Port menu is displayed for configuring the general port
options of the IEC 61850 Client.

=] 3

. IEC61850 Master Port 33 - IEC61850 Master (OrionlLX_Demo.ncd)*
Port Options: Delete Port Close Port

Port

= Chent Accept | Cance |

Add Mew Device
Port - General Options

Fort Name | IEC£1850 Master
Port Module [ Use Automatic Settings

Module Name | m850_

GOOSE Options

AdapterID [eth0

Figure 3: Port Menu

At the top of the above menu, as well as the other IEC 61850 menus, the Port Options menu is
displayed (Eigure 4).

Port Options: Delete Port Close Port

Figure 4: Port Options

Command Description
Delete Port | Removes the IEC 61850 Client and all points on the port from the configuration.

Close Port Closes the IEC 61850 Client menu.

Table 1: Port Options Commands
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First, configure the port parameters as explained in the table below. Once all parameters have been set
up, click Accept . Then click Add New Device in the upper left portion of the above menu (Eigure
3), and proceed to the Device Menu.

Parameter Description

Port Name Defines the port name used in the NCD configuration program and the name
displayed in the Orion menus. The default name is 1EC61850 Master.
However, entering a port name that describes its purpose will provide self-
explanatory diagnostic menus when the Orion is operating. The name can be
up to 30 characters long and contain all printable characters except @, &, [,1,

, ", =, or commas.
Port Module The default settings must not be changed. Only the latest version of the
Module Name driver is stored on the Orion's flash memory because package installation

requires removal of previous packages. If a previous version of a driver must
be executed, the driver must be transferred to the Orion from a previous
Orion package. Note that this overwrites the current version of the driver.
Contact NovaTech technical support if this step is required.

Adapter ID The IEC 61850 Client operates on only one of the Ethernet ports of the
OrionLX. This Ethernet port must be specified in this field. If using an
OrionLXm, the available Ethernet ports are ethO and ethl. If using an
OrionLX-CPX, the available Ethernet ports are enp3s0, enp3sl, and enp4s0
which are labeled eth0, ethl, and eth2 on the OrionLX-CPX enclosure.

Table 2: General Port Options

10
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Device Menu

To add a device, click Add New Device (Figure 5) at the top of the left pane (see Figure 3). A new
device labeled Device 1 is displayed with subheadings of Inputs and Outputs. Additional devices
can be added by clicking Add New Device again. The next available device number in NCD will be
assigned to the next additional device. Each device represents an IEC 61850 server device that the
Orion will communicate with.

Also, a menu item labeled All Devices with Inputs and Outputs subheadings is displayed. The
input and output points of all devices are displayed when this menu item is selected.

Part
= Client

Add New Device

=
Inputs
Qutputs

= Device 2
Inputs
COutputs

= All Devices
Inputs
COutputs

Figure 5: IEC61850 Device Menu

Each device's parameters are configured in the Device menu (Eigure 6).

After configuring the device parameters as described in this section, click on Inputs and Outputs
below each device to configure that device's input and output points. For detailed descriptions, see the
chapters Inputs Menu and Outputs Menu.

11
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B 1EC61850 Master Port 24 - TEC61850 Master (OrionLX_Demo_61850.ncd)* [_ O] x]
Port Options: Delete Port Close Port |

Port ~
= Client Device Options: Accept | Cance! | Delete Device | Copy Device |

Add New Device

- =
Inputz

Outputs Available SCL Files | mpor.. |
[ Device 2
Inputs Compary  Device  |ED Name {editable)  Description Wersion SCL File
o Al [E;“V‘g;f ALSTOM |P242 TEMPLATE P242 Mator Protection P242v60K | Substation T\P242 60_KU
A Inputs ALSTOM [P142 TEMPLATE P 142 Feeder protection relay with autofeclose P142v46A | Substation T\P142 ABAulI
Outputs ALSTOM |P242 TEMPLATE P242 Motor Protection P242vB0K | P242 60_KUKAu scl
ALSTOM  [P142 TEMPLATE P142 Feeder protection relay with autoeclose P142v4BA | P142 46A0.1CD
Bitronics M&71 NT_ME71 Measurement & Recording IED with (1xP30) module(g) | Mx70v1.02| NT_ME71.C10
Bitronics ME71 NT_M871 Measurement & Recording IED with (1xP30) module(s) | Mx70v1.02 | Substation 1T\WT_MB871.CID
Description | Device 1
Server ID I 1

Polling Rate (msec) | 2000

IP Options
Part |1D2

Host/Slave IP Address [127.0.0.1

Report Control Block (RCB) Options

TroOps |v Data Change [~ Quality Change [~ Data Update [v Integrity [w General Interrogation

Maximum URCBs [T
Report Control Blocks  Available Conhgured
NT_M571System/LLNO/breb01[BR] il +» | [NT_M2871System/L L NO/brebD1[BR] il
NT_M871System/LLNO/brcb02[BR] _I NT_M871System/LLND/brcb02[BR]
NT_M871System/LLND/brcb03[BR] NT_M871System/LLND/brcb03[BR]
NT_M871System/LLND/brcb04][BR] | NT_M871System/LLND/brcb04[BR]
NT_MS71System/LLNO/urcbD1[RP] NT_MS71System/LLNO/urcbD1[RP]
NT_M871System/LLND/urcb02[RP] NT_M871System/LLND/urcb02[RP]
NT M871System/LLND/urcb03[RP] LI NT M871System/LLND/urcb03[RP1 LI

GOOSE Control Block Information

GOOSE Confrol Blocks  Auto-Subscribed

Mame  Datzset MAC Address  ApplD (Hex) V0anlD (Hex) V0lanPriorty Description

Figure 6: IEC61850 Device Parameters

Refresh... Fie... Import...

Figure 7: Refresh, Fix, Import Buttons

The IEC 61850 Client must import the .scl, .icd, or .cid file of the IEC 61850 server device from which the
client will obtain data. These files contain the IEC 61850 server configuration and are generated with the
software provided by the manufacturer of the IEC 61850 server device (IED, meter, relay). Clicking the

Import.. button opens the following window (Figure 8) for selection of the appropriate .scl, .icd, or
.cid file.

12



€& NovaTech. IEC 61850 Client for OrionLLX

Choose files to import
( ;“; ;J Er ~ Computer = System (C2) - - l_ll Search System (C:) ¥
Organize *  MNew folder == « [
B videos Al Name - | Date modified | Type =
= 8 Computer SRecycle.Bin 7102013 20023 File folder
. . Autodesk 6/3/2014 12:42 File folder
| SRecyde.Bin Boot 711/2013 06:16 File folder
. Autodesk | Brother 7/24f2014 16:22 File folder
/ Boot | dell 8/9/2013 15:30 File folder
i Brother [@ Documents and Settings 7/14/2009 07:08 File folder
, dell |
. | Drrivers 711/2013 06:16 File folder
[ Documents and Settings
Dirivers . Garmin 8/21/2013 21:33 File folder
J Garmin | Hotfix 7(11f2013 06:16 File folder
| Hotfix ) HP Universal Print Driver 10/28/2013 20:45 File folder
. HP Universal Print Driver ) Intel 7/10/2013 20:36 File folder
 Intel MSOCache 7/11/2013 13:13 File folder
. MSOCache
& . PerfLogs 7(14/2009 05:20 File folder -
. PerfLoags _I—I
= Drmmr=rs Filae ;I 4 I I s
File name: | =] |IEC61850 files (*scl, *icd, *.cid) |

Open | vI Cancel |

4

Figure 8: File Import Window

The Company, Device, 1ED Name, Description, Version, and SLC File name from the imported
file are now added to the following window.

# (Choose |[ED/SCL File

Company  Device |IED Mame (editable)  Description Version SCL File

AEB REFE15 TEMPLATE REFG15 E REFE15.cid

AREVA P54E TEMPLATE P544,/P546 Cument Differential with Distance Protection - 2 sets of CTs | PB4EvE7A | PR4E 57 K_ Bicd
AREVA P546 TEMPLATE P544,/P546 Cumment Differential with Distance Protection - 2 sets of CTs | PB46vE7A | PE46 57 _K_ Aicd
Bitronics M571 M571_103 Measurement & Recording |ED with digital 10 M 70 1.02 | M571_103.CID

Bitronics ME71 NT_MB71 Measurement & Recording |ED with (1:xP30) module(s) Mbe 70w 1.02 | NT_M871.CID

Unknown | IECE1850 |ED |Client3 Client3 REF615.cid

Unknown | IECE1850 |ED |Client5 Cliert5 REFE15.cid I
Unknown | IECE1850 |ED | Clientd Cliertd REFE15.cid

Unknown | IECE1850 |ED |Client2 Client2 REFE15.cid -

Figure 9: List with Imported Device Files

13



€& NovaTech. IEC 61850 Client for OrionLLX

SCLFiles Company: AEB Device: REFG15 IED Name: Dev7343

A (Choose IED/SCL File

Company  Device IED Name (editable)  Description ersion SCL File

ABE REFE15 REFE15

AREVA P46 TEMPLATE P544,/P546 Cument Differertial with Distance Protection - 2 sets of CTs | P546vE7A | P546 57 _K_ Bicd

AREVA P546 TEMPLATE P544/P546 Cument Differential with Distance Protection - 2 sets of CTs [PB46vE7A | PE4E 57_K__Aicd

Bitronics M571 M571_103 Measurement & Recording |ED with digital 10 M 70v1.02 | M571_103.CID

Bitronics M871 NT_ME71 Measurement & Recording 1ED with {1xP30) module(s) M 70v1.02 | NT_M871.CID

Unknown |IEC&1850 IED | Client3 Client3 REF615.cid

Unknown [IECE1850 IED | Client5 Clients REF615.cid

Unknown | IECE1850 IED | Client4 Client4 REF615.cid )
Unknown |IEC&1850 IED | Client2 Client2 REF615.cid -

Device Parameters

Description W
ServerID I‘I
Polling Rate (msec) |2DDD

IP Options

Port |1D2

Host/Slave IP Address | 152.168.0.254

Report Control Block (RCB) Options
TrgOps [v Data Change [~ Quality Change [ Data Update [ Integrity [v General Interrogation

Maximum URCBs I‘I
Report Control Blocks  Available

Dev7343LDO/LLNG/rebStatNrmIAD1[ER]
Dev7343LDIVLLNO/rebStatNrmIADZ[BR]
Dev7343LDO/LLNO/rebStatNrmIAD3[ER]
Dev7343LDIVLLNO/rebStatNrmIAD4[BR]
Dev7343L DO/LLNO/rebStatNrmIADS[ER]
Dev7343LDIVLLNO/rebStatNrmIBOT[BR]
Dev7343L DO/LLNO/rebStatNrmIBOZ[ER]

Conhgured

e
il

=l

GOOSE Control Block Information

GOOSE Control Blocks  Auto-Subscribed
Dataset  MAC Address

MName ApplD (Hex)  VlanlD (Hex) VlanPriodty D ion

Figure 10: Device Configuration

The following parameters are configured in the above menu.

Tab Description
IED Name Upon import of a file, the IED name is initially set to a placeholder name such as
(editable) | TEMPLATE (Figure 10). Before the file can be used to set up a device, a specific

device name must be entered. The device name entered here (example: Dev7343) is
prefixed to the names of the device's report control blocks in the
Report Control Block (RCB) Options section (example:
Dev7343LD0O/LLNO/rcbStatNrmlAO1[BR]). The maximum device name length is
8 characters. Only letters, digits, and underscore are permitted.

14
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Tab

Description

Device Parameters

Description

This is the device hame that is used throughout the Orion to identify the points from
that device. The default names are Device 1, Device 2, etc. However, entering
names such as CB266/21P that describe the device’s function in the application
provide self-explanatory MMI menus when the Orion is operating. This string can be
up to 30 characters long, and can contain all printable characters except @, [, 1, *, "',
=, and commas.

Server 1D Enter a server ID. By default, NCD assigns 1 to the first configured IEC 61850 server
device and increments the server ID for each additional device. Each server device
must have its unique server ID.

Polling The polling rate applies only to points that are not defined in datasets associated with

Rate (msec)

RCBs. Polling is only used as a fallback mechanism for points not associated with an
RCB or if the RCB cannot be enabled. The range should be 100ms to 10,000ms.

Default value: 2,000ms.

IP Options

Port The port number of the server device defaults to the value imported with the .scl, .icd,
or .cid file. It must be changed as needed depending on the port number used by the
specific IEC 61850 server device.

Host/Slave | The IP address of the server device defaults to the value imported with the .scl, .icd,

IP Address | or .cid file. It must be changed as needed depending on the IP address of the specific

IEC 61850 server device.

Report Control

Block (RCB) Options

TrgOps

Report Control Blocks are sent by the server device based on the event types in the
server device which are checked below:

TrgOps |w Data Change [ Quality Change [ Data Update |v Integrity [v General Interrogation

Trigger Description

Data Change When deadbanded value changes, a report is triggered

with one data item.

Quiality Change When quality of data changes (for example, goes from
OK to Invalid or questionable), a report is triggered with

one data item.

Data Update When counter data is frozen, a report is triggered with
one data item. This setting is typically not used.
Integrity Periodically, all data items are triggered in the report.

User selects the “integrity period”, for example, every 4
seconds for simple SCADA.

General Interrogation | All data items are triggered upon command from the
client (like "Integrity” except "Integrity” is self-triggered

by server and Gl is triggered by client).

15
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Tab Description
Maximum Set the maximum number of unbuffered RCB blocks. Check the server device manual
URCBs for specific details.

Default value: 1
Report The RCBs in the Available pane are imported from the .scl, .icd, or .cid file. They
Control can be moved to the Configured pane by highlighting the desired RCBs and
Blocks clicking on the | >> . Likewise, they can be removed from the Configured pane

by clicking the ' << button. The data in the RCBs in the Configured pane are
retrieved and stored in the Orion realtime database (see example in Figure 11).

GOOSE Control Block Information

GOOSE Any GOOSE control blocks which are set up in the server device are auto-subscribed
Control and listed as shown in the example in Figure 12.
Blocks

Table 3: Device Configuration Parameters

Report Control Block (RCB) Options

TroOps |v Data Change [~ Guality Change [~ Data Update [v Inteority v General Interrogation
Maximum URCBEs |‘|

Report Control Blocks  Available Confiqured
NT_M871System/LLNO/brcb01[BR] f’ il NT_M871Systerm/LLNO/brcb01[BR] f’
NT_M871System/LLNO/breb02[BR] NT_M871System/LLNO/breb02[BR]
NT_M871System/LLNO/breb03[ER] NT_M871System/LLNO/breb03[BR]
NT_M871System/LLNO/breb04[BR] il NT_M871System/LLNO/breb04[BR]
NT_M871System/LLNO/urch01[RP] NT_M871System/LLNO/urch01[RF]
NT_M871System/LLNO/urch02[RP] NT_M871System/LLNO/urch02[RP]

NT M871System/LLND/urcb03[RP] | NT M871System/LLND/urcb03RP] 4

Figure 11: Configured RCBs

GOQOSE Control Block Information

GOOSE Confrol Blacks  Auto-Subscribed

Name Dataset  MAC Address ApplD (Hex)  VlanlD (Hex) V0lanPriorty  Description
NT_M871System/LLN0/gcb01]GO] | Dataset1 [01-0C-CD-01-00-D1 [ 0001 [1F1 [4 | System GOOSE Cortrol Block 1]

Figure 12: GOOSE Control Blocks Set Up in Server Device

Then the data points in the GOOSE control block can be selected for transfer to the Orion realtime
database as shown in the following figure (Figure 13, see also chapter Inputs Menu). Simply set the
checkbox(es) for the desired point(s) and click >> to add them to the Orion Point Name window.
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B IEC61850 Master Port 24 - IEC61850 Master (OrionLX_Demo_61850.ncd)* [_[O] I
Port Options: Delete Port Close Port
o < Device 1 (24 ltem(s) - Filter By: All Points) e l——
LA .
5 Dej‘;ﬂ“e"" D&V Countltems Selected: 2 [ search x| @] 2| contaured inpuas
‘Snutsts = "lﬂ“i}’ﬂﬁgﬁmmmem Orion Foint Name IEC61850 Name ~ GOOSE? Mn_ Max
e M7 > | |GGIOUSPCS0styal NT_ME71System/GGIO1/SPCS0 Vstval[ST] Yes FEEE 5
El Device 2 # [~ NT_MS71Records
Inputs ™ NT_MB871System << | GGIOVInd Vstval NT_MB8715ysterm/GGIO 1/ind stval[ST] Yes FEE
O A et 7 I GOQSE Verables DmdMMXU2IPPY phsCAR NT_M&71MeasurementsDmdMMXU2IPPY_phsCARMX] No 0 [429496:
Inputs B [¥ NT_M8T1System DmdMMXLI2/PPV.phsCAlg NT_M271Measurements/DmdMMXUZIPPY. phsCAlgIMX] No 0 |420406
Ouiputs gk Glglgllcsm DmdMMXU2/PPV phsCAlinstCVal mag f| NT_M871Measurements/DmdMMXUZ/PPY phsCAlinstCVal mag fIMX] | No 0 [214748:
¥ indl DmdMMXUZIPPV pheCAicVal magf | NT_M871Measurements(DmdMMXU2/PPY pheCA/Val mag fiMX] | Na 0 [214748:
DmdMMXLIZIPPY.phsABt NT_M871Measurements/DmdMMXUZIPPY. phsABHMX] Na 0 [420408

Figure 13: Selection of GOOSE Variables

After the desired parameters have been configured, click =~ Accept . Once the updates have been
accepted, the Inputs and Outputs menu setting options in the left pane are activated.

17
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Inputs Menu

The Inputs menu displays the available IEC61850 input points for selection for the Orion realtime
database. The variables are presented in a familiar “tree” format, allowing specific selection of desired
elements. The tree structure represents the logical structure of a device and its nodes, objects, and
attributes. The + and — selectors expand or contract the options list. Clicking the checkbox selects or
deselects the listed variable. Clicking the “parent” checkbox automatically selects all related “child”
variables. However, if the “parent” checkbox is selected, the “child” checkboxes remain customizable.
Selecting or deselecting a child element allows configuration for each variable listed.

For a complete description of all available tools and buttons in this menu, see Appendix A — Tools and
Buttons on the Input and Output Menus.

Device 5 (9 ltem(s) - Filter By: All Points) Font™ f———

Count ltems Selected: 8 P[5 K| o] 2| 2| conuredmpus
7 MMS Variables = Orion Point Name IEC61850 Name GOOSE? _ Min Ma
= [F M571_103Measurements . - -
= ¥ DmdMHAN 2> | | MMXU1TotWlinstMag f M571_103Measurements/MMXU1TotWinstMag fl} | Yes -2147483648 | 2147483647
[ Beh < | DmdMHAI1TddA phsAicValmagf | M571_103Measurements/DmdMHAITTddA phstic\ [ No 2147483648 | 2147483647
Fnzad"h DmdMHAITddA phsAlinstCVal.mag f| M571_103Measurements/DmdMHAI1TddA. phsdjin | No 2147483648 | 2147483647
=l [ TddAphsA DmdMHAI/TddA phsAlg M571_103Measurements/DmdMHAI1TddA pheAigl | No 0 4294967295
llg;;aé?;gnfalmﬁ&?ﬂ DrmdMHAI1/TddA. phsAlt M571_103Measurements/DmdMHAI1TddA phsait | No 0 4204967295
[+ g[M Quaity ) DmdMHAI1TddA phsBicValmagf | M571_103Measurements/DmdMHAI1TddA phsBic) [ No 2147483648 | 2147483647
v DmdMHAI1TddA phsBlinstCVal. mag f| M571_103Measurements/DmdMHAI1/TddA phsBiin| No -2147483648| 2147483647
= Edi\'fa'?fag 5 (FLOAT DmdMHAITTddA phsBig M571_103Measurements/DmdMHAI1TddA phsBig]| No 0 4294967295
v instCVal mag fIMX] (FLC DmdMHAIT/TddA. phsBit M571_103Measurements/DmdMHAINTddA phsBi[l | No 0 4204567295
¥ Q] Gt )[ !
v g {Quality)
v t[Mx] (Timestamp)
[ TddAphsC
[~ TddAres
[~ ThdPPV phsAB
[~ ThdPPV phsEC
[~ ThdPPV phsCA
[~ ThdPhVphsa 4| >
™ ThdPhV chsB =
K| | > < | Anpaints | ST | mx | > |

Figure 14: IEC61850 Input Points

Add the selected input points to the Orion Point Name pane by clicking >>

To rename input points in the Orion Point Name field or enter a new minimum or maximum for
scaling? in the Min/Max fields, highlight the desired items and enter the new name or value. Then press
<Enter> to make the change.

! For details see Analog/Accumulator Scaling Technical Note.
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Tabs for Al Points, ST (Status Information), and MX (Measurands) at the bottom of the right pane
allow sorting of the input points mapped to the Orion realtime database.

< | anpoints | ST | Mx |

Figure 15: Inputs Point Tabs

Tab Description

All Points | Display all configured input points in the Orion Point Name pane.

ST Display only status information points whose value may be read, substituted,
reported, and logged.

MX Display only measurand information points whose value may be read, substituted,
reported, and logged.

Table 4: Inputs Point Tabs
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Outputs Menu

The Inputs menu displays the available IEC61850 output points for selection for the Orion realtime
database. The variables are presented in a familiar “tree” format, allowing specific selection of desired
elements. The tree structure represents the logical structure of a device and its nodes, objects, and
attributes. The + and — selectors expand or contract the options list. Clicking the checkbox selects or
deselects the listed variable. Clicking the “parent” checkbox automatically selects all related “child”
variables. However, if the “parent” checkbox is selected, the “child” checkboxes remain customizable.
Selecting or deselecting a child element allows configuration for each variable listed.

For a complete description of all available tools and buttons in this menu, see Appendix A — Tools and
Buttons on the Input and Output Menus.

Count ltems Selected: 0 ,)I:Tfﬁ ch ﬂ _gl_/l Configured Cutputs
E T MMS Variables ; ; )
5T M571_103Measurements Orion Point Mame IECE1850 Name Min  Max
= [T DmdMHAN DmdMMXU1iMoad/ctiMadel | M571_103Measurements/DmdMMXI 1/Mod/ctiModel[CF] | -128 [ 127
ar “I‘LJ':' ) DmdMMXU2/Mod/ctiMadel | M571_103Measurements/DmdMMXU2/MedictiModel[CF] | -128 | 127
ar DmdMHc;:‘I\_Z"IDdeI[CH (Enum) DmnMHAIT/ModictiModel | M571_103Measurements/DmnMHAI1/ModictiModel[CF]  |-128 |127
E ™ Mod DmdMHAIT/ModictiMedel | M571_103Measurements/DmdMHAIT/ModictiModel[CF]  |-128 | 127

[ ctiMadel[CF] (Enum) Mod/ i Mod/ R
5 OmdMMXUT DmdMHAIZ/ModictiModel | M571_103Measurements/DmdMHAI2/ModictlModel[CF] 128 1127
[ Mod
E [T DmdMMxU2
[ Mod
E ™ DmnMHAI

| v

DmnMMXU1
DmnMMXLU2
DmxMHAN
DmxMHAIZ
DmeeMMXU1
DmxMMXU2
Frd Dmd MM
Frd DrrecM M1

FrdMMX1J1 =l < | mipoins | co | se | cF | >

Figure 16: IEC61850 Output Points

IHEEEEEEEER
LI L L L I I

Add the selected output points to the Orion Point Name pane by clicking >>

To rename output points in the Orion Point Name field or enter a new minimum or maximum for
scaling? in the Min/Max fields, highlight the desired items and enter the new name or value. Then press
<Enter> to make the change.

2 For details see Analog/Accumulator Scaling Technical Note.
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Tabs for Al Points, CO (Control), SP (Setpoint), and CF (Configuration) at the bottom of the right

pane allow sorting of the output points which are mapped to the Orion realtime database.

_<| mipoinis | co | sp | cF |

Figure 17: Outputs Point Filter

Tab Description

All Points Display all configured output points in the Orion Point Name pane.
co Display control points whose value may be operated (control model).
SP Display setpoint points whose value may be controlled (control model).
CF Display configuration points whose value may be written.

Table 5: Outputs Point Filter Tabs
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Appendix A — Tools and Buttons on the Input and Output Menus

For easy configuration, numerous tools and buttons are available as shown in Figure 18 and described in
the sections below. The tools and buttons described in this appendix are available for both the Inputs
Menu and the Outputs Menu. The Inputs menu and the Outputs menu are very similar, so the
screenshots of either menu are nearly identical.

B 1EC61850 Master Port 33 - IEC61850 Master (OrionLX_Demo.ncd)* ==
Port Options: Delete Port ClossPort 3 5
M Pt i< N ; Ly - Fi . Fort™ ————
= Client rl:. Device 5 (8 | ) - Filter By: ey~ ( At T
Add New Device 3 [Sezrch =
I Tount liems Selected: 0 & o)Al 2| contaured npuss 6
Inputs £ T MMS Variables o Orion Foint Name ecetes[ GODOSE? _ Min e
Ouiputs B [ M571_103Measuremerts - 4 -
[=l Device 5 = DmdMHAN #% | | DmdMHAI1/TddA phsBicVal. mai M571_ [pasurements/DmdMHAIT/TddA ph:| No -2147483648 | 2147483647
Inputs F Beh < | [DmdMHAI1TddA phsBiinstCval. | M571_ urementsDmdMHAI/TddA phe| Na 2147483648 | 2147483647
o s I heetih DmdMHAI1/TddA.phsBla M571_103Measurements/DmdMHATddA phe [ Na 0 4204067295
Inputs 21 TddAphsh DmdMHAI1TddA pheBit M571_103Measurements/DmdMHAITTddA ph:| No, 0 4294067295
Outputs F -E‘f(l;ﬁg'[wﬁ%?%ﬁ DmdMHAI1/TddA phsAlcVal.mag| M571_103Measurements/DmdMHAI 1 TddA ph: | No 2147483648 | 2147483647
I o] Gusiy) DmdMHAT/TddA phsAlinstCVal | M571_103Measurements DmdMHAN/TddA phe| No 2147483648 | 7147483647
I t[MX] (Timestamp) DmdMHAITddA phshlg M571_103Measurements/DmdMHAI 1 TddA. ph: | No [} 4294957295
ar Iﬂd?\ﬂ}f@ 4 (FLOATIZ) DmdMHAIT/TddA phsalt M571_103Meazsurements/DmdMHAIT/TddA ph:| No 0 4204967205
I instCVal mag f[MX] (FLOAT
I q[MX] (Qualiy)
™ t[MX] (Timestamp)
" TddAphsC
[ TddAres
[T ThdPPV phshB
[ ThdPFVphsEC 7
T ThdPPV phsCA
[T ThdPhV phsA
™ ThdPhV ohsE B
K| | < | APans | ST | mMx | > |

Figure 18: Tools on Input Menu and Output Menu

1. Display/Hide Point Name List

Clicking the | < button to the left of the Inputs or Outputs heading hides the Tag Name list,
thus providing more usable screen space. Clicking the | > button displays the Tag Name list again.

2. Text Filter

The names of the points configured for DNP3 slave device can be filtered by entering a text string. Then
only those points will be displayed whose name contains the text string. In the example below, the filter
string is "Demand", and all points matching that filter are displayed.

Device 5 (2 ltem(s) - Filter By: All Points) Foe ™ ]

r)l.r}'.rsflflfaf ﬁl _I __g’ll ;/l Configured Inputs

Orion Point Mame |IECE1350 Name
DmdMHAITTddA pheiinstCVal. mag f | M571_103Measurements/DmdMHAITTddA pheAlinstCVal.maag
DmdMHAINITddA pheBlinstCVal. mag.f| M571_103Measurements/DmdMHAITTddA. [:rh;?.B.l'ir1*3.t'l:-"'|.|"r:|I.mr:n;;|

Figure 19: Text Filter

The filter can be cleared again by clicking on il to the right of the filter field. Then all points will be
displayed again.
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3. Display/Hide Alias Name

If the Alias Module has been set up, the Toggle Alias Column Visibility button —| is displayed
above both point list panes. Clicking this button displays a column with each point’s alias name. Clicking
the button again hides the column.

4. View Report

i

The View Report button —'l generates a printable report for the points which are currently displayed
inthe Orion Point Name list. This report can be printed, previewed, or saved as a file on the PC.

Report - All Points

Orion Peoint Name IECE1850 Name GOOSE? Min Max J
DmdMHAITddA phsA/cval.mag.f WM571_103MeasurementsiDmdMHAI1/TddA phsAlcyal. mag. v No -2147483648 2147483647
DmdMHAITddA phsAfinstCVal. magf M571_103Measurements/DmdMHAIT/TddA phsAinstCVal.mag fiMx]  No -214T7483648 2147483647
DmdMHAITddA phsAlg M571_103MeasurementsiDmdMHAITddA. phsAlg[MX] No 0 4294967295
DmdMHAITITddA phs Al M571_103MeasurementsiDmdMHAITddA. phsARMX] No 0 4294967295
DmdMHAI1TddA phsBicval.mag.f M571_103MeasurementsiDmdMHAI1TddA phsBicval. mag ] No -2147483648 2147483647
DmdMHAITddA phsBiinstCVal. magf M571_103Measurements/DmdMHAI1TddA phsBlinstCVal mag fiMX] Mo -2147483648 2147453647
DmdMHAITddA phsBig M571_103MeasurementsiDmdMHAI1TddA. phsBig[i] No 0 4294967295
DmdMHAITITddA. phsBit M571_103Measurements/DmdMHAITddA. phsBAIMX] Mo 0 4294967295
MMXUATotWinstMag.f ME571_103MeasurementsMMXU1TotWinstMag. Mx] Yes -2147483648 2147483647

=

Print... I Print Preview... | Save As... | Close

)

Figure 20: View Report

5. Edit Common Attributes

Attributes which should be identical for multiple points configured for DNP3 Master can be edited in a
single window. First, highlight all points for which the attributes shall be set up identically. Then click on

the Edit Common Attributes button ;—J{I

At this point, the following window is displayed (Figure 21). Only attributes which are common to all
selected points are displayed, and any settings made in this window are applied to all selected points.

Note that all settings made in the Edit Common Attributes window can also be set directly with
each data point.
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. IEC61850 Master Port 33 - IEC61850 Master (OrionLX_Demo.ncd)*®

Port Options: Delete Port Close Port  ©

2 o] ]3] s

IEC61850 Name

M571_103Measurements/DmdMHAITddA phsf/cVal. mag fM|

M571_103Measurements/DmdMHAI1/TddA phsAlinstCVal.mag

M571_103Measurements/DmdMHAITTddA phaf/g[Wx]

M571_103Measurements/DmdMHAIT/TddA phsAMX]

M571_103Measurements/DmdMHAITTddA pheBicVal. mag fiM

M571_103Measurements/DmdMHAITddA phsBiinstCVal mag

M571_103Measurements/DmdMHAIT/TddA phsBig[MX]

M571_103Measurements/DmdMHAITTddA pheBi{MX]

M571_103Measurements/MMXU1/TotWinstMag fiMX]

o e e
B Client
Add Ne Only selected attributes will be changed. Point Details
El Device & | g4t Common Attributes from the All Points tsb displays 3 subset of sttributes. Individus/
|DFIDU15t point type tabs provide aftributes for that hipe.
=) Dew'c:‘gu " sAlcVal.mag f
Inputs i IO shlinstCVal.mag.f
Output
=) All Devices Max: [4294967295 shia
Inputs sAt
Ouiput =B/cVal.mag.f
BlinstCVal. mag.f
sBlg
sBit
ag f
] 11

Figure 21: Edit Common Attributes

Clicking on Details

settings made in that window will be applied to.

B 1EC61850 Master Port 33 - IEC61850 Master (OrionLX_Demo.ncd)®

Port Options: Delete Port Close Port  *

in the Edit Common Attributes window lists the points for which any

For ) - FitlerBy: Al Pots P
= Client : AT
Add Ne  Only selected attributes will be changed. Point Details — ﬁI _I __=1| ;Efl Confi
£l Deviced | gt Common Attributes from the All Points tab displays a subset of aftributes, Individual =
IDm:uulsL point type tabs provide attributes for that type. P — -
ints to be changed:
o Do ® y N dMHAI1/TddA. phsAicvsl. mag.fiM
Inputs i Iﬂ Orion Point Mame Alias dMHAIT/TddA phsdiinstCVal.mag
u DDut_puL Max: |4294‘36?295 DmdMHAI1/TddA. phsajt Device 5_DmdMHAIL/TddA. phsajt ‘dMHAIT/TddA. phsAig[MX]
BA I::Lfl‘:‘ DmdVHAT1/TddA, phaB/cVal.mag.f | Device §_DmdVMHATL/TadA phsB/cVal.maa | |qMHAI TddA phsARIMX]
Cutput DmdMHAILL/TddA. phsE finstCVal.mag. f | Device 5_DmdMHAIL/TddA. phsEfinstCval. mag.

DmdMHAI1/TddA. phsEfg

Device 5_DmdMHAI1/Tdda. phsEfg

DmdMHAI1/TddA. phsB/t

Device 5_DmdMHAI1/TddA. phsBjt

MMXIU 1/ TotW finstMag.

Device 5_MMXU1/Tot\W finstMag. f

dMHAI1/TddA phsBicVal.mag fiM
dMHAIT/TddA. pheBiinstCVal.mag
dMHAIT/TddA. phsBig[Mix]

‘ M571_103Measurements/MMXU 1/ TotWiinstMag. fMX]

dMHAITddA. phsBAMX]

| omx |

e

Figure 22: Edit Common Attributes - Details
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6. Font Size
The font size of the Orion Point Name list can be adjusted by moving the slider.

Font™ J————

Figure 23: Font Size Slider

7. Slider Bar

To enlarge either the left or the right points list, move the mouse pointer over the vertical Slider Bar
(Eigure 24), click and hold the left mouse button, and drag the slider left or right.

Figure 24: Slider Bar
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Appendix B — Additional References

The following additional documentation may be required for setting up and operating the OrionLX. In
addition, for each specified NovaTech protocol, the respective manual is included on the installation CD.

The default NCD installation stores the NovaTech documentation files in C:\Program Files
(x86)\NovaTech LLC\NCD3\Docs. Third-Party documentation is not included on the NovaTech
installation CD and cannot be verified as accurate by NovaTech.

Document Title File Name

OrionLX User Manual OrionLX_User_Manual.pdf
OrionLXm User Manual OrionLXm_User_Manual.pdf
Analog/Accumulator Scaling Technical Note Technote_Scaling.pdf

Table 6: NovaTech Documentation

For additional information related to the IEC61850 protocol, refer to the International Electromechanical
Commission (IEC) website: www.iec.ch.

26


http://www.iec.ch/

4@ NovaTlech.

IEC 61850 Client for OrionLLX

Revision Date Changes
11/08/12 Initial Release. MM
B 01/30/14 | Updated screenshots, provided tables, improved descriptions. MM, BM
C 01/08/15 | Updated screenshots, additional documentation, new features. MM, BM
D 09/29/15 | Updated information for Adapter ID setting, clarified supported OrionLX
products. NF
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