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[bookmark: _Ref305351242][bookmark: _Toc305351667][bookmark: _Toc352857314][bookmark: _Toc445639704][bookmark: _Toc478986409]Scope
This part IEC 62351 specifies cryptographic key management, namely how to generate, distribute, revoke, and handle public-key certificates and cryptographic keys to protect digital data and its communication. Included in the scope is the handling of asymmetric keys (e.g. private keys and public-key certificates), as well as symmetric keys for groups (GDOI).
This part of IEC 62351 assumes that other standards have already chosen the type of keys and cryptography that will be utilized, since the cryptography algorithms and key materials chosen will be typically mandated by an organization’s own local security policies and by the need to be compliant with other international standards. This document therefore specifies only the management techniques for these selected key and cryptography infrastructures. The objective is to define requirements and technologies to achieve interoperability of key management.
The purpose of this part of IEC 62351 is to guarantee interoperability among different vendors by specifying or limiting key management options to be used. This document assumes that the reader understands cryptography and PKI principles.
[bookmark: _Toc305351668][bookmark: _Toc352857315][bookmark: _Toc445639705][bookmark: _Toc478986410]Normative references
The following documents are referred to in the text in such a way that some or all of their content constitutes requirements of this document. For dated references, only the edition cited applies. For undated references, the latest edition of the referenced document (including any amendments) applies.
ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), Information technology – Open systems interconnection – The Directory: Public-key and attribute certificate frameworks
ISO/IEC 9834-1:2012 | Rec. ITU-T X.660 (2011), Information technology – Procedures for the operation of object identifier registration authorities: General procedures and top arcs of the international object identifier tree
SCEP IETF Draft, Simple Certificate Enrolment Protocol, draft-gutmann-scep-04.txt
RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2
RFC 5272, Certificate Management over CMS (CMC)
RFC 5934, Trust Anchor Management Protocol (TAMP) 
RFC 6407, The Group Domain of Interpretation
RFC 6960, X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP
RFC 7030, Enrolment over Secure Transport 
[bookmark: _Toc404775253][bookmark: _Toc404777331][bookmark: _Toc404784145][bookmark: _Toc404786499][bookmark: _Toc404788080][bookmark: _Toc404788316][bookmark: _Toc404790145][bookmark: _Toc407025921][bookmark: _Toc407026055][bookmark: _Toc410256013][bookmark: _Toc305351669][bookmark: _Toc352857316][bookmark: _Toc445639706][bookmark: _Toc478986411][bookmark: _Toc210525375][bookmark: _Toc278198535][bookmark: _Toc290212064]Terms and definitions 
For the purposes of this document, the terms and definitions given in IEC TS 62351-2 and the following apply.
ISO and IEC maintain terminological databases for use in standardization at the following addresses:
IEC Electropedia: available at http://www.electropedia.org/
ISO Online browsing platform: available at http://www.iso.org/obp

[bookmark: _Toc359507598][bookmark: _Toc359508022][bookmark: _Toc445639707]asymmetric keys
two related keys, a public key and a private key, that are used to perform complementary operations, such as encryption and decryption or signature generation and signature verification

authorization and validation list (AVL)
A signed list containing information to an AVL entity about potential communications entities and possible restrictions on the communications with such entities.
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.5.9]

authorization and validation list entity (AVL entity)
entity, when acting as a relying party, is dependent on an AVL issued by a designated authorizer.
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.5.10]

authorizer
entity trusted by one or more entities operating as AVL entities to create, maintain and sign authorization and validation lists.
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.5.11]
[bookmark: _Ref433365992][bookmark: _Toc445639709]
certification path
ordered list of one or more public-key certificates, starting with a public-key certificate signed by the trust anchor, and ending with the end-entity public-key certificate to be validated. All intermediate public-key certificates, if any, are CA certificates in which the subject of the preceding public-key certificate is the issuer of the following public-key certificate
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.5.21]
[bookmark: _Toc445639710]
certificate signing request
CSR
request issued when requiring a new certificate or renewal of a certificate.
Note 1 to entry: When the generated CSR is submitted to a CA, the CA signs the CSR using its private key and the CSR becomes the certificate. 
[SOURCE: RFC 2986]
[bookmark: _Toc445639712]
controllership	
intersection of legal ownership, physical control, and logical control over a device or system, in which the nature of any contractual agreements between ownership and control of the device or system is not important in the context
[bookmark: _Toc445639713]
cryptographic binding
use of one or more cryptographic techniques by a CKMS to establish a trusted association between a key and selected metadata elements
[SOURCE: NIST SP 800-130]
[bookmark: _Toc445639714]
cryptographic key management system	
CKMS
system for the management (e.g., generation, distribution, storage, backup, archive, recovery, use, revocation, and destruction) of cryptographic keys and their metadata
[SOURCE: NIST SP 800-130]
[bookmark: _Toc445639715]
dataset	
collection of data
[bookmark: _Toc445639716]
digital signature
result of a cryptographic transformation of data that, when properly implemented, provides a mechanism for verifying origin authentication, data integrity, and signatory non-repudiation
[SOURCE: FIPS 186]
[bookmark: _Toc445639717]
entity
generic term that covers human users, automation systems, software applications, communication nodes, field devices, and other types of assets
[bookmark: _Toc445639718]
group controller/key server
GCKS	
device that defines group policy and distributes keys for that policy
[SOURCE: RFC 3740]
[bookmark: _Toc445639719]
group domain of interpretation	
GDOI	
domain that manages group security associations, which are used by IPsec and potentially other data security protocols
Note 1 to entry: These security associations protect one or more key-encrypting keys (KEK), traffic-encrypting keys (TEK), or data shared by group members. GDOI uses the notion of a group controller, which is used to support the establishment of security associations between members of a group.
[SOURCE: RFC 6407] 
[bookmark: _Toc445639720]
group member	
GM
authorized member of a secure group, sending and/or receiving IP packets related to the group
[bookmark: _Toc445639721]
hash function	
a (mathematical) function which maps data of arbitrary size into data of a fixed size called a digest
Note 1 to entry: Approved hash functions satisfy the following properties:
1) One-Way. It is computationally infeasible to find any input that maps to any pre-specified output.
2) Collision Resistant. It is computationally infeasible to find any two distinct inputs that map to the same output.
[SOURCE: ISO/IEC 9598-8:201x | Rec. ITU-T X.509 (2016), 3.5.36]
[bookmark: _Toc445639722]
hash message authentication code	
HMAC
cryptographic code used for authentication with symmetric keys and for data integrity
[SOURCE: RFC 2104]
[bookmark: _Toc445639723]
key distribution centre
KDC	
centre which, in an IEC 62351-9 context, provides a network service that supplies temporary (symmetrical) session keys to predefined set of peers after successful authentication
Note 1 to entry: This is also known as Group Controller/Key Server (GCKS) (See GDOI).
[bookmark: _Toc445639724]
message authentication code
MAC	
cryptographic checksum on data that uses a symmetric key to detect both accidental and intentional modification of the data
[SOURCE: SP 800-63; FIPS 201]

object identifier
ordered list of primary integer values from the root of the international object identifier tree to a node, which unambiguously identifies that node
[SOURCE: ISO/IEC 9834-1:2012 | Rec. ITU-T X.660 (2011), 3.5.11]]
[bookmark: _Toc445639725]
online certificate status protocol
OCSP	
protocol that enables applications to determine the (revocation) state of an identified certificate
Note 1 to entry: OCSP may be used to satisfy some of the operational requirements of providing more timely revocation information than is possible with CRLs and may be used to obtain additional status information. An OCSP client issues a status request to an OCSP responder and suspends acceptance of the certificate in question until the responder provides a response.
[SOURCE: RFC 6960,
[bookmark: _Toc445639726]
pre-shared key
PSK	
secret which is shared in advanced between the two entities, such as software applications or devices, to be able to authenticate themselves after establishing a secure connection
[bookmark: _Toc445639727]
private key
(In a public-key cryptosystem) that key of an entity's key pair which is known only by that entity
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.5.49]
[bookmark: _Toc359507599][bookmark: _Toc359508023][bookmark: _Toc445639708][bookmark: _Toc445639728]
public-key certificate
The public key of an entity, together with some other information, rendered unforgeable by digital signature with the private key of the CA, which issued it.
Note 1 to entry: A public-key certificate is often called an X.509 certificate or a digital certificate. However, such terms are ambiguous, as they could also mean attribute certificates, which are also defined by ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016).
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.5.57]

public-key cryptography standards
PKCS
specifications produced by RSA Laboratories in cooperation with secure systems developers worldwide for the purpose of accelerating the deployment of public-key cryptography
[SOURCE: www.rsa.com]
[bookmark: _Toc445639729]
random number generation	
RNG	
process used to generate an unpredictable series of numbers
Note 1 to entry: Each individual value is called random if each of the values in the total population of values has an equal probability of being selected.
[SOURCE: NIST SP 800-57]
[bookmark: _Toc445639730]
registration authority
those aspects of the responsibilities of a certification authority that are related to identification and authentication of the subject of a public-key certificate to be issued by that certification authority
Note 1 to entry: A registration authority may either be a separate entity or be an integrated part of the certification authority.
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T Rec. X.509 (2016), 3.5.60]
[bookmark: _Toc445639731]
relying party	
entity that relies on the data in a public-key certificate in making decisions
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.5.61]
[bookmark: _Toc359507618][bookmark: _Toc359508042][bookmark: _Toc445639736]
secret key
cryptographic key, used with a secret key cryptographic algorithm that is uniquely associated with one or more entities and should not be made public
[SOURCE: FIPS 140-2]
[bookmark: _Toc359507619][bookmark: _Toc359508043][bookmark: _Toc445639737]
security association
SA
a relationship established between two or more entities to enable them to protect data they exchange
[SOURCE: NIST IR 7298 Rev 1]
[bookmark: _Toc359507620][bookmark: _Toc359508044][bookmark: _Toc445639738]
security strength
ability of the security technologies to make it infeasible for a would-be attacker to bypass or subvert
Note 1 to entry: This is often measured in bits of security.
[SOURCE: NIST SP 800-130]
[bookmark: _Toc359507621][bookmark: _Toc359508045][bookmark: _Toc445639739]
session key	
in the context of symmetric encryption, key that is temporary or is used for a relatively short period of time 
[SOURCE: RFC 2828]
[bookmark: _Toc359507622][bookmark: _Toc359508046][bookmark: _Toc445639740]
simple certificate enrolment protocol
SCEP
protocol supporting the secure issuance of certificates to network devices in a scalable manner, using existing technologies whenever possible
Note 1 to entry: The protocol supports the following operations:
CA and RA public key distribution
Certificate enrolment
Certificate revocation
Certificate query
CRL query
[SOURCE: IETF Draft SCEP]
[bookmark: _Toc359507623][bookmark: _Toc359508047][bookmark: _Toc445639741]
symmetric key
cryptographic key that is used to perform both the cryptographic operation and its inverse, for example to encrypt and decrypt, or to create a message authentication code and to verify the code
[SOURCE: NIST SP 800-63]
[bookmark: _Toc359507625][bookmark: _Toc359508049][bookmark: _Toc445639743]
trust	
The firm belief in the reliability and truth of information or in the ability and disposition of an entity to act appropriately, within a specified context
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.2.1]
[bookmark: _Toc445639732][bookmark: _Toc359507626][bookmark: _Toc359508050][bookmark: _Toc445639744]
trust anchor	
entity that is trusted by a relying party and used for validating public-key certificates in certification paths
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.5.71]
[bookmark: _Toc445639733]
trust anchor information
at least the: distinguished name of the trust anchor, associated public key, algorithm identifier, public key parameters (if applicable), and any constraints on its use including a validity period
Note 1 to entry: The trust anchor information may be provided as a self-signed CA-certificate or as a normal CA-certificate (i.e., cross-certificate)
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.5.72]
[bookmark: _Toc445639734]
trust anchor management protocol
TAMP
protocol used to manage a trust anchor store
[SOURCE: RFC 5934]
[bookmark: _Toc359507600][bookmark: _Toc359508024][bookmark: _Toc445639735]
trust anchor store
trust anchor information collection at a relying party for one or more trust anchors
[SOURCE: ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), 3.5.73]
[bookmark: _Toc404775287][bookmark: _Toc404777365][bookmark: _Toc404784179][bookmark: _Toc404786533][bookmark: _Toc404788114][bookmark: _Toc404788350][bookmark: _Toc404790179][bookmark: _Toc407025955][bookmark: _Toc407026089][bookmark: _Toc410256047][bookmark: _Toc305351670][bookmark: _Toc352857317][bookmark: _Toc445639745][bookmark: _Toc478986412][bookmark: _Toc278198537][bookmark: _Toc290212067]Abbreviations and acronyms 
Additional abbreviations and acronyms are in IEC TS 62351-2.
ASN.1	Abstract Syntax Notation One
AVL	Authorization and Validation List
AVMP	Authorization and Validation Management Protocol
CA	Certification Authority 
CASP	Certification Authority Subscription Protocol
CKMS	Cryptographic Key Management System
CIA	Confidentiality, Integrity, and Availability
CMC	Certificate Management over CMS
CMS	Cryptographic Message Syntax
CSR	Certificate Signing Request
DER	Distinguished Encoding Rules
DOI	Domain of Interest
DSA	Digital Signature Algorithm
EST	Enrolment over Secure Transport
GCKS	Group Controller/Key Server
GDOI	Group Domain of Interpretation
GKDC	Group KDC
GM	Group Member
GMAC	Galois Message Authentication Code
GOOSE	Generic Object Oriented Substation Event
HMAC	Hash-based Message Authentication Code
HTTP	Hypertext Transfer Protocol
ID	Identity 
IKE	Internet Key Exchange
ISAKMP	Internet Security Association and Key Management Protocol
KD	Key Download
KDC	Key Distribution Centre, a.k.a GKDC
KEK	Key Encryption Key
OCSP	Online Certificate Status Protocol
PDU	Protocol Data Unit
PEM	Privacy-enhanced Electronic Mail
PKCS	Public-Key Cryptography Standard
PKI	Public-Key Infrastructure
RA	Registration Authority
RNG	Random Number Generation
RSA	Rivest Shamir Adleman, public-key crypto system
SA	Security Association
SCEP	Simple Certificate Enrolment Protocol
SV	Sample Values
TAMP	Trust Anchor Management Protocol
TEK	Traffic Encryption Key
[bookmark: _Toc352857318][bookmark: _Toc445639746][bookmark: _Toc478986413][bookmark: _Toc305351675]Cryptographic applications for power system implementations (informative)
[bookmark: _Toc352857319][bookmark: _Toc445639747][bookmark: _Toc478986414]Cryptography, cryptographic keys, and security objectives
The term cryptography refers to the use of a family of data transformation algorithms for the purposes of achieving specific security-oriented goals such as obscuring the contents of a message from unintended recipients (confidentiality), ensuring no one has tampered with message contents during transit (integrity), and verifying the claimed identity of the sender (authenticity). In order to provide confidentiality, integrity, and authenticity, modern implementations of ciphers use a cryptographic key as the changeable part of the data transformation, shifting the sensitivity of the data to the key rather than the data payload. This part of IEC 62351 is about management of these cryptographic keys to ensure security objectives are met in the context of power system implementations.
[bookmark: _Toc352857320][bookmark: _Toc445639748][bookmark: _Toc478986415]Types of cryptography
This part of IEC 62351 focuses on the management of keys for two basic types of cryptography: asymmetric and symmetric. Both of these types of cryptography rely on cipher suites and numerous well-accepted cryptographic algorithms. This document does not address the specification of cipher algorithms and configurations for particular implementations, but does address the unique requirements associated with management of both types of cryptographic keys for power system implementations.
For symmetric cryptography, the same key is used to encrypt and decrypt data, so this key must be known and be kept secret by both parties who are exchanging a symmetrically encrypted message. The different symmetric key algorithms each identified by an object identifier (see 7.6.)
Asymmetric cryptography uses a pair of mathematically related keys. One of the keys is the private key to be kept secret by the owner and the other one is the public key that may be publicly known. The public key is typically provided in a public-key certificate that binds the public key with the identity of the owner of the public-key certificate and thereby the corresponding private key. Such a public-key certificate is verified and digitally signed by a certification authority.
Asymmetric cryptography is primarily used for digital signature generation, in which the private key is used in combination with a hash algorithm to create a digital signature. The corresponding public key in combination with the same hash algorithm is used for validating the digital signature. Digital signatures provide data integrity (see 5.3.3), authentication (see 5.3.4), and non-repudiation (see 5.3.5). Asymmetric cryptography may also be used for key agreement whereby two or more entities can agree on a key in such a way that both influence the outcome, possibly using the Diffie Hellman technique ([1]). These different public-key algorithms are identified by an object identifier.
Certain public-key algorithms based on the RSA technology (see e.g., [26]), may be used for encryption and decryption. Data encrypted using the private key may be decrypted using the public key and vice versa. 
While there are fundamental functional differences between RSA asymmetric cryptography and symmetric cryptography, neither type of cryptography is inherently stronger than the other. Their different characteristics cause them to be used for different purposes, and they may often complement each other. However, each has a distinct set of characteristics involving computational complexity and key length that create performance considerations for specific applications. Asymmetric cryptography used in power system implementations tends to be more computationally intense than comparably strong symmetric cryptography. These different performance characteristics thus guide choices for usage, although the specific algorithm, configuration, and platform choices may also greatly affect overall performance. For this reason, computational intensive RSA asymmetric key cryptography is often used just to exchange symmetric secret “session” keys, which can then be used to rapidly encrypt and decrypt all the messages during a “session”.
The robustness of a cryptographic algorithm is expressed as security strength measured in a number of bits that reflects the expected effort it takes to break the algorithm.
[bookmark: _Toc352857321][bookmark: _Toc445639749][bookmark: _Toc478986416]Uses of cryptography
[bookmark: _Toc445639750]Goals of cyber security
Cyber security is focused on countering key threats that includes the following functionality:
Ensuring the source of commands and data is authenticated;
Ensuring access to resources and data is authorized;
Ensuring the integrity of data;
Ensuring that system control and changes are authenticated and authorized;
Preventing the disclosure of confidential data;
Preventing non-repudiation (loss of accountability);
Preventing denial of service (availability).
Traditionally, cyber security addresses confidentiality, integrity, and availability (CIA). However, for power system operations, the continued safe and reliable operation of the power system is the highest priority. This places the highest priority on the first three: data source authentication, access authorization, and integrity protection, while confidentiality and non-repudiation can be important for certain interactions.
Cryptography can help to address most of these threats, but primarily the first five threats – prevention of denial of service usually involves engineering designs and strategies. Therefore, for power system implementations, five primary goals are considered for the use of cryptography:
Verifying the claimed identity of a message sender (authentication);
Verifying that the sender has the right to access the requested data (authorization);
Ensuring no one has tampered with a message during transit (integrity);
Obscuring the contents of a message from unintended recipients (confidentiality);
Associating specific actions with the entity that performed them (non-repudiation).
These cryptographic measures are discussed in 5.3.2 through 5.3.6. The ordering of these clauses does not imply priority for power system applications: in such environments, confidentiality usually has one of the lower priorities among these cryptographic goals. However, some of the cryptographic mechanisms to achieve these goals build upon each other, and so the goals are presented in the following order for ease of conceptual explanation.
[bookmark: _Ref414371342][bookmark: _Toc445639751]Confidentiality
The cryptographic goal of data confidentiality in power system implementations is typically accomplished by encrypting the message using symmetric key cryptography. The message may be encrypted individually at the application level, at the underlying communications channel, or possibly both. As stated previously, the confidentiality of this message is dependent upon the sender and receiver maintaining the secrecy of the encryption key. Additionally, asymmetric cryptography is often used to negotiate and exchange symmetric session keys that are valid for a specified length of time, thus reducing the risk associated with keeping a specific session key secret.
[bookmark: _Toc445639752][bookmark: _Ref465238209][bookmark: _Ref465238221]Data integrity
Data integrity includes the detection of unauthorized changes to data. Any changes to the data as it transits the communication networks should be detected by the recipient. Cryptographic hash functions (e.g. SHA256) are used to detect any integrity violations of the received data.
The cryptographic goal of message integrity in power system implementations is typically accomplished by using another form of cryptographic algorithm called HMAC (keyed-hash message authentication code), a cryptographic hash function used in combination with a secret symmetrical cryptographic key. The result is a key hashing function, such as HMAC, that provides not only data integrity, but also validates the source of the data. 
Alternatively, instead of symmetrical cryptographic, the sender may attach a digital signature to the message, providing additional cryptographic binding information on the data source (see 5.3.5).
[bookmark: _Toc433573023][bookmark: _Toc438484554][bookmark: _Ref377904895][bookmark: _Toc445639753]Authentication
When entities, namely field devices, software applications, automation systems, and the users who interact with them, need to exchange data, it is critical that the source of this data is authenticated. To accomplish reliable authentication, data sources are provided with cryptographic keys that allow them to prove their identity to the recipients of the data. Public-key certificates and asymmetric cryptographic methods can be used to authenticate these entities as the sources of data. 
[bookmark: _Toc433573025][bookmark: _Toc438484556][bookmark: _Toc433573026][bookmark: _Toc438484557][bookmark: _Ref425267724][bookmark: _Toc445639754]Non-repudiation
Non-repudiation refers to the ability to bind an action (e.g., a command or a message) irrefutably to an issuing entity. It may bind a sender to the action of sending a specific message or a receiver to the action of receiving a specific message. This is accomplished using public-key certificates and asymmetric cryptography. A public-key certificate is a digitally signed statement that claims a public-private key pair is associated with a unique entity. Receivers of a signed message can prove that a message was sent by its originator since only the originator is presumably in possession of the private key needed to create the signature. If non-repudiation of receipt were required, the receiver would need to sign a copy of the received message and send it back to those requiring proof. Typically, a time-stamp is included in such signed messages since otherwise a signor could refute the message simply by declaring that their secret key is no longer secret.
[bookmark: _Toc445639755][bookmark: _Ref464661404][bookmark: _Ref465438484]Trust
One important part of securing digital communication is the need for trust. Entities (systems or devices) should only accept data (communicate) with entities that they can authenticate and trust (see 5.3.4). Public-key certificates provide the basis to establish such trust by asserting the association of a public-key certificate with a unique entity. Trust for a particular public-key certificate is established by validating a so-called certification path that has its root in a trust anchor that is trusted by the entity doing the validation, also called the relying party. A certification path is a chain of public-key certificates starting with the public-key certificate signed by the trust anchor ending with the public-key certificate to be validated. The concepts of relying party, trust anchor and certification paths are further described in Clause 6, 7.5 and 7.7 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016).
In some cases, trust may be established directly between a trust anchor and the relying party. However, a chain of trust can be established. If a relying party receives a public-key certificate from an entity with which it has a trust relationship, this public-key certificate may be validated without going through the complete certification path, instead relying on the chain of trust. In this case, the public-key certificate may not need to be issued and signed by the trust anchor, but may be signed by a certification authority that has established a chain of trust back to the trust anchor.
For power system implementations, certification authorities might be the relevant organizational unit within a company, the company itself, a governmental entity, or accepted third party.
Public-key digital certificates have a finite period of validity, after which they expire. Trust can also be revoked in the event of compromise. Management of public-key certificates is closely related to cryptographic key management, and is therefore covered in this standard. See 6.5.
[bookmark: _Toc352857322][bookmark: _Toc445639756][bookmark: _Toc478986417]Key management concepts and methods in power system operations (informative)
[bookmark: _Toc445639757][bookmark: _Toc478986418][bookmark: _Toc352857323]Key management system security policy
Cryptographic keys need to be protected. Therefore, every organization should develop a security policy for its key management system that establishes and specifies all of the requirements for protecting the confidentiality, integrity, availability, and source authentication of all cryptographic keys and metadata used by the organization. These protection requirements should cover the entire key life cycle, including when they are operational, stored, and transported. A key management security policy should also include the selection of all cryptographic mechanisms and protocols to be used throughout the organization’s systems.
Key management systems also need security administrative support to ensure the security policies are followed and the procedures are maintained. The specification of this support is out-of-scope for this document, but can be found in other documents such as ISO/IEC 11770 ([9]) or in NIST SP 800-130 ([14]).
[bookmark: _Toc445639758][bookmark: _Toc478986419]Key management design principles for power system operations
Cryptographic keys used with selected cryptographic functions can be used to secure the messages being sent between different entities, such as users, systems, software applications, communication nodes, and the potentially large numbers of equipment and devices that are often located at remote and often untrusted sites.
These cryptographic keys should be managed so that they can effectively and securely be provided to the entities that require secure exchanges of data. This key management must take into account many issues, ranging from the capabilities of entities, to the varied types of locations of these entities, to the timing for providing and revoking keys, and to protecting the key management processes themselves from attacks.
For instance, many smaller devices are limited in computational power and memory capacity, while the communication networks may also be limited in available bandwidth. Therefore, some of the key management techniques used in traditional enterprise information technology system environments with powerful systems and high bandwidth communications are not well suited to power system automation and communication environments.
To address these constraints, this document specifies different key management techniques that could be used for different requirements and constraints. Specifically it specifies how to manage keys for each of the cryptographic functions specified in the other IEC 62351 parts. Sources of guidance on key management design principles include:
Reference [9] ISO/IEC 11770-1:2010 Information technology — Security techniques — Key management — Part 1: Framework, 6.1.2, D-3.4;
Reference [11] ISO/IEC 11770-3:2008 Information technology — Security techniques — Key management — Part 3: Mechanisms Using Asymmetric Techniques;
Reference [16] NIST 800-57, Part 1, 8.1.4 and 8.1.5.
[bookmark: _Toc353032879][bookmark: _Toc353092168][bookmark: _Toc353123511][bookmark: _Toc353176652][bookmark: _Toc353186449][bookmark: _Toc353191041][bookmark: _Toc353032880][bookmark: _Toc353092169][bookmark: _Toc353123512][bookmark: _Toc353176653][bookmark: _Toc353186450][bookmark: _Toc353191042][bookmark: _Toc478986420][bookmark: _Toc352857326][bookmark: _Toc445639759]Use of Transport Layer Security (TLS)
This part of IEC 62351 refers to Transport Layer Security as defined by RFC 5246. The details on how to use TLS in power systems are specified in IEC 62351-3.
[bookmark: _Toc478986421]Cryptographic key usages
Cryptographic keys are used for different purposes and in different phases of the product lifecycle and are applied as:
Digital certificates and corresponding private keys: Used to authenticate entities when in a public-key infrastructure (PKI) environment.
Pre-shared keys (e.g., for real-time communication): Used as a shared secret between entities to build up mutual authentication between them. This may be useful in non-PKI environments. Additionally, this scheme may be used during PKI enrolment, allowing an entity to authenticate itself against the certification authority (CA), for example when performing a certificate signing request (CSR). Engineering tools could automate the generation of the entity registration password. Password complexity options are given by the organization security policies and CA supported possibilities;
Session secret keys (pair wise or group-based): Used for efficient encryption or integrity checks on communication messages;
Session parameters (dedicated cryptographic algorithms): Used to support sessions (keys, lifetime, etc.);
Cryptographic access tokens: Mostly used to transfer/provide authorization/access of resources to entities for a limited time;
Other relevant entities or organizational credentials.
[bookmark: _Ref433122072][bookmark: _Toc445639760][bookmark: _Toc478986422][bookmark: _Ref377634288][bookmark: _Toc352857327]Trust using a public-key infrastructure (PKI) 
[bookmark: _Toc445639761]Registration authorities (RA)
[bookmark: _Toc305351677][bookmark: _Ref327886735]In PKI-based systems, entities are required first to prove their identity through a Registration Authority (RA). For humans, RAs may determine an individual identity through birth certificates, passports, or other official documents. For systems and devices, RAs may determine an entity’s identity through a manufacturer-issued digital certificates or a unique one-time-password (OTP).
[bookmark: _Toc433573035][bookmark: _Toc438484566][bookmark: _Toc356986901][bookmark: _Toc356987152][bookmark: _Toc356987404][bookmark: _Toc356987654][bookmark: _Toc357601707][bookmark: _Toc356986902][bookmark: _Toc356987153][bookmark: _Toc356987405][bookmark: _Toc356987655][bookmark: _Toc357601708][bookmark: _Toc356986903][bookmark: _Toc356987154][bookmark: _Toc356987406][bookmark: _Toc356987656][bookmark: _Toc357601709][bookmark: _Toc354677899][bookmark: _Toc354678442][bookmark: _Toc354689889][bookmark: _Toc356986904][bookmark: _Toc356987155][bookmark: _Toc356987407][bookmark: _Toc356987657][bookmark: _Toc357601710][bookmark: _Toc356986905][bookmark: _Toc356987156][bookmark: _Toc356987408][bookmark: _Toc356987658][bookmark: _Toc357601711][bookmark: _Toc356986906][bookmark: _Toc356987157][bookmark: _Toc356987409][bookmark: _Toc356987659][bookmark: _Toc357601712][bookmark: _Ref444081717][bookmark: _Toc445639762][bookmark: _Ref335925524][bookmark: _Toc352857328]Certification authority (CA)
After its identity is established, a system or device needs to be bound to a certificate by a certification authority (CA). The manufacturer creates and digitally signs a certificate signing request (CSR) for the entity. The CA verifies the CSR and issues a digital certificate based on the data included in the CSR. CAs establish a trusted association between the entity’s public key and the public-key certificate metadata by cryptographically binding the entity’s public key and the metadata (i.e. the CA’s digital signature computed on the combination of the public key and metadata). This digital certificate thus binds the entity’s identity with its public key, so that there is now a trusted public/private key combination that can be used by the entity to exchange information with other entities. The trust in the entity’s key thus relies on one's trust in the validity of the CA's key (see 6.5.3). 
CAs may be operated either by an organization itself, allowing for a closed, organization-controlled communication group, or by a third party (service provider, system operator or grid manager) that is publicly accepted and hence has a wider scope of trust. Third-party CAs require a secure method for ensuring the valid identity of any new entity, which can range from in-person validation for humans to business-entity validation and to security chains of digital certificates linking previously validated digital certificates to new digital certificates.
[bookmark: _Ref427081653][bookmark: _Toc445639763][bookmark: _Ref354740317][bookmark: _Ref354759124]Public-key certificates 
A public-key certificate (a.k.a. digital certificate) is a digital document that binds the identity of entity to the public key private key pair of that entity. As noted in 6.5.2, this binding is verified by a digital signature by the issuing CA. In addition to the public-key and identity of the owner of public-key certificate, the public-key certificates holds verified information about validity period and the identity of the issuer. A public-key certificate may include extensions providing additional information. An extension is identified by an object identifier allocated by the organisation defining the extension. A public-key certificate may be issued to a CA and is then called a CA certificate or to an end entity and is then called an end-entity public-key certificate.
In a PKI environment, public-key certificates may be digitally signed by the CA of the organization to which the entity belongs. In some cases, multiple public-key certificates are created as an entity goes through a supply chain from manufacturer, to distributer, to purchaser, to installer, etc. Root certificates of the issuing CA become the trust anchors, if used. Typically, organizations should install only root certificates from CAs they trust, including public-key certificates issued by their own CA. 
Public-key certificates and attribute certificates are defined by a base set plus extensions to the base set. Extensions are identified by an international register of object identifiers (OIDs). See 6.5.4. 
OIDs are allocated by various international standards, including ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), and may be registered for private use. The OID namespace (root) value for IEC 62351 is 1.0.62351 and 1.2.840.10070. IEC TS 62351-8 utilizes the latter approach to define access tokens (authorizations). This part of IEC 62351 and every new upcoming IEC 62351 part should use the first OID (1.0.62351).
[bookmark: _Ref433123384][bookmark: _Toc445639764]Attribute certificates 
Attribute certificates provide an effective way to separate the management of identity from the management of authorizations associated with an identity. Full separation can be achieved by managing public-key certificates with a PKI and attribute certificates with a “privilege management infrastructure” (which uses the same CA technology as a PKI).
As shown in Figure 1, attribute certificates can be used to extend the information in a public key certificate. They allow for instance for temporary enhancement of the permissions of the public key certificate holder by specific role-based access information. This approach has been leveraged in IEC TS 62351-8.
[image: ]
[bookmark: _Ref353026863][bookmark: _Toc438484650][bookmark: _Toc478986459]Figure 1 – Relationship between public-key certificates and attribute certificates 
[bookmark: _Toc445639765][bookmark: _Ref465078884]Public-key certificate and attribute certificate extensions
Both public-key certificates and attribute certificates allow extensions to be optionally included. Each such extension provides additional information.
An extension type consists of an object identifier (see 7.6) that identifies the type of extension and specifies the syntax for the associated information. In addition, it includes a Boolean that specifies whether a particular extension is flagged as critical or as non-critical. If an extension is flagged as critical, it cannot be ignored and the public-key or attribute certificate should be considered invalid if the relying party does not support the type of extension. If the extension is flagged as non-critical, the relying party may ignore the extension if the extension type is not supported. For more details, see 7.3 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016).
ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016) specifies a number of general useable extensions. IEC TS 62351-8 specifies the IECUserRoles extension, which has been defined for power systems to provide means for role-based access control.
[bookmark: _Toc353032886][bookmark: _Toc353092175][bookmark: _Toc353123518][bookmark: _Toc353176659][bookmark: _Toc353186456][bookmark: _Toc353191048][bookmark: _Toc353032888][bookmark: _Toc353092177][bookmark: _Toc353123520][bookmark: _Toc353176661][bookmark: _Toc353186458][bookmark: _Toc353191050][bookmark: _Toc445639766][bookmark: _Toc478986423][bookmark: _Toc352857330][bookmark: _Toc305351679]Trust via non-PKI self-signed certificates 
Self-signed certificates play an important role in a PKI. Trust hierarchies or trust chains in PKIs are rooted by “root certificates” (see 6.5.3). PKI root certificates may be self-signed certificates known as trust anchors, created by trusted CAs that allow this trust to be distributed.
Under certain circumstances, non-PKI self-signed certificates may be more easily implemented than the more complex PKI signed certificates in order to establish trust. This may especially be the case in smaller deployments with only a limited number of entities. Self-signed certificates are public/private key pairs internally generated by an entity, where the private key is used to sign the entity’s own public key together with additional information, such as the subject name, validity time, etc. So that they can be used in the same way as PKI based certificates, e.g., to authenticate interactions in TLS connections, self-signed public-key certificates are required to comply with the public-key certificate structure as described in ISO/IEC 9594-8. 
Self-signed certificates cannot be generally accepted as trustworthy. Hence, to enable the acceptance of self-signed certificates by a limited group of entities for authentication, they should only be used in conjunction with authorization and validation lists (see 6.7). 
The level of complexity of using entity specific self-signed certificates and authorization and validation lists can be compared with the use of pre-shared keys. Self-signed certificates are issued per entity while pre-shared keys are issued per paired connection. Thus while the number of self-signed certificates will depend upon the number of end points, the number of pre-shared keys will depend upon the number of connections between the end points.
As self-signed certificates need to be public-key certificates, their application could open the migration path to PKI-based public-key certificate implementations, so that self-signed certificates may easily be replaced with PKI-based certificates once those are available.
[bookmark: _Ref356917022][bookmark: _Toc445639767][bookmark: _Toc478986424]Authorization and validation lists
General
Authorization and validation lists (AVLs), also known as White Lists, provide information about potential communications entities and possible restrictions on the communications with such entities in a particular environment. They are specified in Clause 11 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016).
An AVL is used by an entity when that entity is acting as a relying party. Such an entity is called an AVL entity. An AVL is placed in an entity called authorizer that is responsible for the content of the AVL, i.e., the authorizer is trusted by the AVL entity to provide valid information. An AVL is signed by the issuing authorizer.
The communication between the authorizer and the AVL entity has to be protected as any other communication with respect to integrity, authenticity and possible confidentiality. To simplify validation of the AVLs, it is recommended that an authorizer be closely related to the AVL entities it serves, e.g. being within the same organization so that a trust relationship may be established between the authorizer and the AVL entities it serves (see 5.3.6).
AVLs may be used either in non-constrained environments or in constrained environments as detailed in 6.7.2 and 6.7.3.
[bookmark: _Ref465439071]AVLs in non-constrained environments
A non-constrained environment is an environment where AVL entities are capable of performing traditional validation of received public-certificates.
AVLs are the used to restrict communication within a specified set of other entities, and may impose restrictions on such entities beyond path length, policy and name restriction as detailed in ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016). 8.3.4 specifies such additional restrictions imposed by AVLs.
The entities with which communication is possible are identified in the AVL either by reference to their public-key certificates or by the name structure of the organization to which the entity belong.
[bookmark: _Ref465439073]AVLs in constrained environments
An entity may be constrained in many ways:
It is battery driven and needs to limit processing to save on the battery.
It has little processing capabilities.
Its communication channel has limited bandwidth.
It has limited storage.
It may have stringent time constraints having to respond to incident very quickly not allowing time for external communication to validate received public-key certificates.
In addition to what is described in 6.7.2, the authorizer is responsible for validating that all public-key certificates represented in the AVL are valid and may be trusted at all times. It is also the responsibility of the authorizer to be updated on the validity of the public-key certificates in their AVLs. The authorizer also makes the judgement as to when an expired or revoked public-key certificate should or should not be used in cases where its withdrawal might affect a critical entity. An AVL entity assumes that a listed public-key certificate is valid to use.
This mode of operation requires communication between the authorizer and the CAs that issued the public-key certificates listed in the AVL.
Use of self-signed public-key certificates in AVLs
Use of self-signed public-key certificates is not recognized by ISO/IEC 9594-8 (201x) | Rec. ITU-T X.509 (2016), but is provided here as an added capability.
By placing the self-signed public-key certificates in an AVL, the authorizer takes the responsibility to ensure that these self-signed public-key certificates may be safely used by digitally signing the AVL. How the authorizer maintains information about the validity of the self-signed public-key certificates is outside the scope of this part of IEC 62351.
[bookmark: _Toc356986911][bookmark: _Toc356987162][bookmark: _Toc356987414][bookmark: _Toc356987664][bookmark: _Toc357601717][bookmark: _Toc445639768][bookmark: _Toc478986425]Trust via pre-shared keys
Under special conditions, pre-shared keys may be manually installed in entities. These pre-shared keys, which are symmetric keys shared in advance among communicating entities, may be used to establish trust for peer-to-peer interactions and may also be used to secure further key management steps,. The pre-shared keys, which need to be kept secret, need to be installed by a trusted entity using trusted installation methods. Guidance on the installation of pre-shared keys is provided in NIST SP 800-133 ([15]).
[bookmark: _Toc445639769][bookmark: _Toc478986426][bookmark: _Ref353185876]Session keys
Session keys are used for a relatively short time, ostensibly for a “session” between two entities, but in reality to ensure that cryptographic keys are replaced in a timely manner. That update time period is generally related to the cryptographic strength of the keys and the time it might take an attacker to break the key.
 For instance, session keys are often used in conjunction with secret keys with entities that are compute-constrained and/or communications-constrained. Asymmetric cryptography, which can be computationally intensive, may be used periodically to update the session keys in the entities. These session keys can then be used by these entities for a few hours or even a few days. Usually a short overlap time is allowed between the expiration of a previous session key and the provision of the new session key, in order to ensure that communications can be maintained continuously (without doubling computational load).
[bookmark: _Toc445639770][bookmark: _Toc478986427]Protocols used in trust establishment
[bookmark: _Toc445639771]Certification request
The certification request is specified as PKCS#10 in RFC 2986 ([21]). A certification request is sent from an entity to the registration authority (RA), which may be co-located with the CA or be physically separated.
A certification request contains the information to be included in the subject and subjectPublicKeyInfo components of the public-key certificate to be generated. In addition, some directory attributes may be included.
RFC 2985 defines two attribute types, one providing a challenge password and another one providing a list of extensions to be included in the generated public-key certificate.
[bookmark: _Toc445639772]Trust Anchor Management Protocol (TAMP)
The Trust Anchor Management Protocol (TAMP), as defined in RFC 5934, specifies a protocol for the management of trust anchors stores (TAs) and community identifiers stored in a trust anchor store. The protocol makes use of the Cryptographic Message Syntax (CMS), which provides integrity protection and data origin authentication. The protocol can be used to manage trust anchor information within trust anchors stores. Trust anchor information may be represented as a CA-certificate, as an unsigned CA certificate or as a TrustAnchorInfo object as defined by RFC 5914.
[bookmark: _Ref404606008][bookmark: _Toc445639773]Simple Certificate Enrolment Protocol (SCEP)
The Simple Certificate Enrolment Protocol (SCEP) was developed to simplify the enrolment of large numbers of devices and to make the issuing and revocation of digital certificates as scalable as possible. Entities can use SCEP to request their digital certificate electronically using the PKI certificate forms PKCS#7 and PKCS#10 over HTTP. The key material is generated only on the client side. SCEP is defined by the IETF in draft-nourse-scep-23. Based on the dependency on PKCS#7, SCEP targets the enrolment in RSA based infrastructures. SCEP may be terminated at the RA or at the CA directly.
NOTE 1: Draft-nourse-scep-23 is a historic draft, which itself recommends using either CMP (RFC 4210, see 6.10.4) or CMC (RFC 5272, see 6.10.5) if SCEP support is not required by the infrastructure. 
NOTE 2: Meanwhile there exists an attempt to bring SCEP to RFC status. The draft-gutmann-scep-04 targets the improvement of SCEP by addressing recently discovered issues. Nevertheless, it will continue to be bound to the RSA environment.
[bookmark: _Ref444083747][bookmark: _Toc445639774]Internet X.509 PKI Certificate Management Protocol (CMP)
The Certificate Management Protocol (CMP) is an Internet protocol used for obtaining public-key certificates in a PKI. It defines a protocol for the interaction between a client and the PKI components. It provides more options compared to SCEP but is also more complex. Besides CRL retrieval, certification request handling, identification/authorization option for the requester as well as proof of possession of the associated private key, CMP provides additional functionality like cross certification and certificate revocation, which is mandatory to be supported. CMP supports the client and server side generation of key material.
CMP is defined in RFC 4210 ([31]). The transport of CMP itself is defined in a separate document, RFC 6712 ([47]).
[bookmark: _Ref444083765][bookmark: _Toc445639775]Certificate Management over CMS (CMC)
Like SCEP, and in contrast to CMP, certificate management over Cryptographic Message Syntax (CMC) enhances PKCS#7 and utilizes PKCS#10. It provides more mandatory options compared to SCEP and results therefore in greater complexity. Besides CRL retrieval, certification request handling, identification/authorization option for the requester as well as proof of possession of the associated private key, CMC provides additional functionality like cross certification and certificate revocation. CMC defines a simple and a full PKI request/response handshake, but requires both to be implemented. CMC supports the client and server side generation of key material.
CMC is defined in RFC 5272. The transport of CMC itself is defined in a separate document, RFC 5273 ([36]).
[bookmark: _Ref380070835][bookmark: _Toc445639776]Enrolment over Secure Transport (EST)
Enrolment over Secure Transport (EST) is based on CMC and defines some of the CMC functionality as optional, resulting in reduced complexity of the protocol. It may be seen as profile of CMC. In EST, only the simple PKI request/response interaction is mandatory, while the full procedure support is optional. From a functionality perspective, EST can be seen as an evolvement of SCEP. EST utilizes TLS as a secure channel and leverages the authentication of the TLS channel for identification and authorization of the requester by binding the CSR to the actual TLS session. Besides the proof of identity, the CMC portion provides proof-of-possession of the private key corresponding to the public key in the CSR. 
Additionally to the certificate enrolment and management functionalities, EST allows for the management of trust anchors on devices. This allows for the exchange of CA certificates (trust anchors) and corresponding trust chains. Moreover, it supports certificate attribute retrievals from a client side to query additional information or boundary conditions prior to generating a CSR. EST may be terminated at the RA or at the CA directly. Terminating EST at the RA leaves the communication between the RA and the CA untouched. 
EST is defined in RFC 7030 ([48]).
[bookmark: _Toc445639777]Summary view on the different protocols
In summary:
SCEP is good for making use of an existing PKI infrastructure and for legacy support of RSA based public-key certificates;
EST is gaining popularity over the near term and copes with requirements for supporting both, RSA and ECC based public-key certificates;
TAMP provides more flexibility for trust anchor management than the base functionality provided in some of the enrolment protocols. 
[bookmark: _Ref376941880][bookmark: _Toc445639778][bookmark: _Toc478986428]Group keys 
[bookmark: _Toc445639779]Purpose of group keys
For peer-to-peer or multicast interactions between entities that have stringent performance requirements, group key management is more efficient than pair-wise key management. Group key management typically uses a combination of asymmetric and symmetric cryptography. 
Such peer-to-peer and multicast interactions may require the use of group-based Traffic Encryption Key (TEK) to provide authentication or confidentiality of the data exchanged. To realize the setup of a group-based key, one system or device typically is designated as the group controller, which in turn authenticates other entities via their certificates or pre-shared keys. After successful authentication of the entities, the group controller distributes the actual group key to them. Hence, the group controller resembles the functionality of a Key Distribution Centre (KDC) (see Figure 2).
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[bookmark: _Ref353027934][bookmark: _Toc438484651][bookmark: _Toc478986460]Figure 2 – Group key management distribution
Figure 2 shows the subscription of an Intelligent Electronic Device (IED) for a data stream. The data stream is associated with a communication group. Note that the group controller may be a separate entity or may be deployed within any IED.
Note that there exist different protocols for distributing group keys. Group Domain of Interpretation (GDOI) has been selected as the most appropriate protocol for the power system automation. 
[bookmark: _Toc445639780][bookmark: _Toc352857331]Group Domain of Interpretation (GDOI)
1.1.1.1 General
The Group Domain Of Interpretation (GDOI) method defined in RFC 6407 supports the distribution of symmetric group keys (i.e. TEK) to all pre-configured or otherwise enrolled entities, typically devices. This method requires a Key Distribution Centre (KDC) that is responsible for distributing symmetric session key sets to enrolled entities following the GDOI process ([45]). This process uses point-to-point communications between the KDC and each group member (GM) to distribute the symmetric keys. The group key itself is then applied to protect subsequent multicast communications within the group.
Note that a KDC failure will disrupt group communication, so KDC redundancy is imperative. However, the method for achieving KDC redundancy is outside the scope of this document at this point.
1.1.1.2 GDOI Phase 1: Internet Key Exchange (IKE) Phase 1
The GDOI Phase 1 security association provides mutual authentication and authorization. It is used by the protocol participants to execute a Phase 2 exchange. The GDOI RFC incorporates (i.e., uses but does not redefine) the Phase 1 security association definition from the Internet DOI [RFC2407], [RFC2409].
NOTE – Although RFCs 2407, 2408, and 2409 were obsoleted by [RFC4306] (and subsequently [RFC5996]), they are used by GDOI because the protocol definitions remain relevant for ISAKMP protocols other than IKEv2.
1.1.1.3 GDOI Phase 2: GDOI symmetric key distribution
As defined in the GDOI process, GDOI performs IKEv1 Phase 1 to provide a secure method of mutual authentication between the KDC and each of the group members (see Figure 3). The symmetric key transfer from the KDC to the entities is initiated after mutual authentication.


[bookmark: _Toc438484652][bookmark: _Toc478986461]Figure 3 – GDOI IKE Phase 1 – Authentication and securing communication channel
In the GDOI process ([45]), two methods are defined on how to transfer the keys from the KDC into the entities. The first method is the Pull Method (keys are pulled by the entities from the KDC) and the second is the Push Method (the keys are pushed from the KDC into the entities) model. The GDOI phase 2 exchange is protected with the SA established in the GDOI phase 1.
Either a GROUPKEY-PULL exchange or GROUPKEY-PUSH exchange may be used to distribute symmetric keys to the entities. GROUPKEY-PULL is required, as it is the only method that works in conjunction with the Phase 1 authentication and authorization. There are advantages associated with each of the two methods. GROUPKEY-PULL offers control over traffic delivery while GROUPKEY-PUSH allows for a timely revocation or eviction of an entity and better efficiency. 
GDOI has been extended to support IEC 62351 Security Services that are described in 6.11.2.4. 
GROUPKEY-PULL registration protocol exchange
The GDOI Pull Method is illustrated in Figure 4. 


[bookmark: _Ref353185645][bookmark: _Toc438484653][bookmark: _Toc478986462]Figure 4 – GDOI Pull Phase 2 
There are two phases of communication in the GDOI GROUPKEY-PULL method:
GDOI Phase 1: Connection establishment and authentication of the two participating entities, a group member and KDC.
GDOI Phase 2: Determining the policies in use for the requesting group and downloading the keys: This is accomplished through a Group Member (GM) making a GDOI Identification Payload Request to the KDC. The KDC responds to this request with the policies (e.g. encryption and signature algorithms) that are supported. The policies are returned using GDOI SA, which returns a SA TEK payload. If the GM does not support the policies, the communications should abort. If the GM can support the policies, it issues an acknowledgement and the KDC replies with the Key Download (KD) payload.
The renewal of the session key is normally triggered before the ‘Remaining Lifetime Value’ of the current key has expired. “Remaining Lifetime Value” (a.k.a lifetime) is one of the parameters returned in the SA TEK payload and it signifies the number of seconds remaining before the SA it is associated with expires. 
This process is shown in Figure 5 as the following sequence:
The KDC creates a session key for a group of devices along with its ‘Key Identifier (KeyID)’[footnoteRef:2], a Remaining Lifetime Value and SA Time Activation Delay (SA_ATD) parameter. It maintains that session key for the group throughout that session: [2: 	GDOI refers to this as a SPI.] 

‘KeyID’: is the unique identifier for the session key sent by the KDC in the GDOI GROUPKEY-PULL or GROUPKEY-PUSH message payload;
Remaining Lifetime Value: is the number of seconds remaining before the SA it is associated with expires
‘SA Time Activation Delay (SA_ATD)': This parameter specifies when the key is expected to be used because the KDC will sometimes distribute an SA TEK in advance.
Upon initialization, a GM sends a request to the KDC for the appropriate group session key;
The KDC sends two SAs and associated keys, one (K0) that is current with SA_ATD zero, so it can be used right away, and a second one (K1) with an SA_ATD non-zero, to be used later on. KDC synchronizes the two SAs, so that the time delay SA_ATD for the second key is less than the lifetime of the first key.
When the GM obtains the two session keys K0 and K1, it starts using K0 right away and starts (two) timers, one for K0 remaining lifetime and an SA_ATD timer for when K1 will be activated
GM switches to the new key K1 when the SA_ATD time expires.
When K0 Remaining Lifetime Value expires, the GM sends a key renewal request to the KDC to obtain the next session key K2. Note that the KDC should always keep at least two SAs, a current active one, and a next with its ATD set as non-zero. If the trigger for creating a new SA is based on the expiration of the current one, then the KDC should have no more than two SAs at any time. However, if the trigger to create a new SA is based on the ATD expiration of the next SA, there will be situations where the KDC must hold three SAs for a group: a current, a next and a new one. The KDC may send all these SAs during the pull, so a GM is prepared to receive them. However, if the GM sends the pull request at the expiration of the current key, and not at the expiration of ATD for the next key, it always receives only two SAs and keys.


[bookmark: _Ref353186410][bookmark: _Toc438484654][bookmark: _Toc478986463]Figure 5 – Key renewal triggered by the entities
GROUPKEY-PUSH rekey protocol exchange
The KDC policy may include the use of the “push” method for rekeying, in which case a datagram initiated ("pushed") by the KDC is delivered to all group members using a IP multicast address or is sent to a specific GM using IP unicast. The GROUPKEY-PUSH method is useful for evicting group members that may have been compromised and may have had their certificates revoked. Using this method the KDC can rekey all authorized group members while excluding the group member that is being evicted. 
1.1.1.4 [bookmark: _Ref400905745]GDOI protocol support for IEC 62351 security services
The Internet Draft for “GDOI Protocol Support for IEC 62351 Security Services” was developed to address the use of GDOI for the IEC 61850 power utility automation family of standards. It describes the methods to be used to distribute security transforms that are used for the protection of messages for some IEC 61850 security protocols.
The protection of the messages is defined within IEC TS 62351-6 [IEC-62351-6], IEC 61850-8-1 [IEC-61850-8-1], and IEC 61850-9-2 [IEC-61850-9-2]. Protected IEC 61850 messages typically include the output of a Message Authentication Code (MAC) and may be encrypted using a symmetric cipher such as the Advanced Encryption Standard (AES).
[bookmark: _Toc438484586][bookmark: _Toc445639781][bookmark: _Toc478986429]Key management lifecycle
[bookmark: _Toc445639782]Key management in the life cycle of an entity 
Key management is part of the life cycle of entities (devices and systems), generally following the flow in Figure 6. Engineering and commissioning should be done securely. 
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[bookmark: _Ref353191487][bookmark: _Toc438484655][bookmark: _Toc478986464]Figure 6 – Key management in product life cycle 
As illustrated in Figure 7, manufacturers need to start the key management life cycle for an entity by providing a security manifest of identity information, such as a manufacturer unique identifier, or one-time-password, or certificate from a CA, or manufacturer’s entity certificate for each of their devices and systems. At each change in ownership or even status (e.g. warehoused vs. deployed), new certificates should be registered, providing a trusted supply chain of product identity. When these entities are eventually deployed, their operational certificates are used to enrol the entity in operations so that they can be authenticated and commence their information exchanges. Shortly before these operational certificates are due to expire, they should be renewed.
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[bookmark: _Ref353191484][bookmark: _Toc438484656][bookmark: _Toc478986465]Figure 7 – Simplified certificate life cycle 
[bookmark: _Toc445639783]Cryptographic key lifecycle
Cryptographic keys have a life cycle within the overall certificate lifecycle. They are created, distributed, installed, applied, updated, and destroyed to meet the key management security policy requirements. As an example, the typical life cycle of keys found in PKI based systems is depicted in Figure 8. The general key life cycle management is discussed in more detail in ISO/IEC 11770 (cf. [9]) and NIST SP 800-130 [14]. The life cycle of certificate management, which is part of key management, is depicted here on an abstract level. More details are found in the sub clauses of 6.13 addressing certificate management.


[bookmark: _Ref282157686][bookmark: _Ref253583648][bookmark: _Toc265670907][bookmark: _Toc292288028][bookmark: _Toc336876415][bookmark: _Toc438484657][bookmark: _Toc478986466]Figure 8 – Cryptographic key life cycle
The following list briefly describes each of the possible stages in the life cycle of a cryptographic key. All stages are required for asymmetric keys, while registration, certification, deregistration and revocation are not required for symmetric keys:
Generation: Cryptographic keys can be created by the entity itself if it has the appropriate capabilities. Alternatively, keys may be created externally and installed on the target entity. Often this latter approach is used if the entity cannot support one of the critical components in generating keys, namely the random number generator (RNG) which must ensure randomness to a high degree (see Annex B). Keys might also need to be created externally if they must be archived (for those keys needing to be archived, e.g. for encryption keys used for stored data). When certificates are about to expire, entities need to apply for certificate renewal.
Registration: If certificates and the PKI process are used, registration through a Registration Authority (RA) establishes the “identity” of an entity. The RA then provides a certificate request to the Certification Authority (CA). 
Certification: After registration of an entity by an RA, the CA provides a digitally signed certificate to the entity that thus connects its public key with the private key held by the entity. Depending on the key generation, this can be part of the key generation in a trust centre or may be done using information sent in a certificate signing request (CSR). 
Distribution: Key distribution comprises the process to transport keys as well as key management information to authorized entities in a secure manner. Private (secret) keys, although ideally generated in end devices and thus not requiring distribution, must be distributed using secure means. Public keys, within public-key certificates, can be distributed using non-secure means since end devices can verify their authenticity directly by verifying the certificate signature.
Installation: A key may be installed in an entity during the manufacturing and/or engineering processes (pre-shared key), or may be installed later via on-line procedures. The latter process requires communication with a security server, out of band using a separate communication channel, or in-band as part of a service communication.
[bookmark: OLE_LINK2]Storage: The private/secret keys should be securely stored in the entity. Secured key storage should be compliant with FIPS 140-2 or ISO/IEC 19790.
Derivation: Cryptographic keys used as session keys or other short-term keys can be derived from the private or secret keys that are stored in the entity.
Update: Cryptographic keys need to be regularly updated. Cryptographic keys have a dedicated lifetime, e.g., user certificates typically have a lifetime of 2 years, while server certificates are typically limited to 1 year, pre-shared keys to a few weeks or months, and session keys to a few hours and/or a few thousand packets. 
Revocation: Key revocation may occur when a key is no longer authorized to be used. This may be the case if the person leaves the organization, if a device is removed from service or changes its role, or if a private key is compromised or suspected of being compromised.
Archiving: Secret keys needed to decrypt long-term stored data should be archived in secure confidential storage to enable data recovery (to allow access to store encrypted data later). In addition, to support later signature verification, public-key certificates should also be archived, although secure confidential storage is not needed.
De-Registration: This procedure is typically provided by the registration authority to remove the association of an entity with a dedicated key. It is typically used in the key destruction phase.
Destruction: When a cryptographic key is destroyed, it cannot be recovered or used. This occurs at the end of the cryptographic key life cycle.
[bookmark: _Toc445639784][bookmark: _Ref462882842][bookmark: _Toc478986430]Certificate management processes
[bookmark: _Toc445639785]Certificate management process
The certificate management process may be repeated upon certificate creation, each change of ownership or use of the entity, and when the certificate is about to expire.
[bookmark: _Ref377567354][bookmark: _Toc445639786]Initial certificate creation
Just as a birth certificate is the ultimate proof of the identity of a person and the physical presence of that person at a registration office is required for personal identification, a device or system needs to have ultimate proof of its identity, usually when it is still on the manufacturer’s floor and when received by the new owner. This is achieved by registering it with a RA. Registration could be manual for individual entities or could be handled in bulk for large numbers of entities. The registration process then acts as the source of the supply chain trust or provenance of the entity.
[bookmark: _Toc445639787][bookmark: _Ref478486852][bookmark: _Toc353032893][bookmark: _Toc353092182][bookmark: _Toc353123525][bookmark: _Toc353176666][bookmark: _Toc353186476][bookmark: _Toc353191069][bookmark: _Toc353186477][bookmark: _Toc353191070][bookmark: _Toc353186478][bookmark: _Toc353191071][bookmark: _Toc353186479][bookmark: _Toc353191072][bookmark: _Toc353186480][bookmark: _Toc353191073][bookmark: _Toc353186481][bookmark: _Toc353186669][bookmark: _Toc353191074][bookmark: _Toc353191265][bookmark: _Toc353186482][bookmark: _Toc353191075][bookmark: _Toc353186483][bookmark: _Toc353191076]Enrolment of an entity 
Enrolment is the process by which the entity receives a signed certificate from the CA. Some different enrolment scenarios include the following entity conditions:
One-time unique password without certificate;
With CA-issued certificate;
With known (white listed) self-signed certificate;
With expired or revoked certificate;
With an expired or revoked CA certificate.
[bookmark: _Toc352857333]There exist different protocols for enrolment that provide different set of functionalities. Four of them have been briefly described in 6.10.3 through 6.10.6. Because of its simplicity SCEP is broadly use and it is the de-facto-standard in the industry today. Nevertheless, EST can be seen as the successor to SCEP, and provides similar functionality as CMC while keeping the complexity lower through more optional call flows.
An example of enrolling an entity using SCEP is shown in Figure 9.
Notes about Figure 9 and Figure 10:
Prior to enrolment, devices must be configured. Besides their standard configuration, such as their own IP address(es), they must also be given their PKI enrolment data, RA/CA IP address, trust anchor certificates (CA/Root certificate), etc..
The entity checks the authenticity of the RA/CA based on the root certificate of RA/ CA. This root certificate is feed to the device during the device configuration phase (see 8.1.6). The RA/CA signs the certificates issued the CA private key. Entities check the authenticity of the received certificate by verifying the signature in the certificates using the CA public key (installed in the entities prior to enrolment).
For SCEP, the activation code is an OTP (One-Time-Password). For EST, the activation code is a username and a password. The username may be the entity’s ID that will appear later on its certificate. The password may be any random value (which in essence is similar to an OTP).
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[bookmark: _Ref354755944][bookmark: _Ref354503571][bookmark: _Ref427936862][bookmark: _Toc438484658][bookmark: _Toc478986467]Figure 9 – Example of the SCEP entity enrolment and CSR process
An example of enrolling an entity using EST is shown in Figure 10.


[bookmark: _Ref380066378][bookmark: _Toc438484659][bookmark: _Toc478986468]Figure 10 – Example of the EST entity enrolment and CSR process
[bookmark: _Toc354827440][bookmark: _Toc354827685][bookmark: _Toc354829051][bookmark: _Toc354836073][bookmark: _Toc354837946][bookmark: _Toc354838197][bookmark: _Toc356986934][bookmark: _Toc356987185][bookmark: _Toc356987436][bookmark: _Toc356987685][bookmark: _Toc357601738][bookmark: _Toc445639788]Certificate signing request (CSR) process 
The enrolment process involves certificate signing by a CA. This certificate signing requires the entity to issue a certificate signing request (CSR) to the RA/CA. One typical CSR process consists of the following steps, as illustrated in Figure 11.
1. The entity generates a pair of public and private keys. 
The entity generates a CertificationRequestInfo, typically using the PKCS#10 specification format ([21]). This request contains a “subject distinguished name”, the public key from the public/private pair it just generated (see ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016)), and optionally a set of attributes. The CertificationRequestInfo is signed with the entity’s private key. The CertificationRequestInfo, a signature algorithm identifier, and the entity’s signature go into a CertificationRequest structure. See [21].
The entity sends the CertificationRequest message to the RA/CA for authorization and certification.
The RA verifies the request by verifying the signature on the incoming request.
If the request is valid, the RA authenticates the requesting entity and if valid and authorized invokes the CA, which creates a public-key certificate from the distinguished name and public key, the issuer name, and the certification authority's choice of serial number, validity period, optionally extensions and digital signature algorithm providing the information for the signature of the listed data. The CA then sends the certificate via the RA to the entity.
The entity performs the signature verification on the received certificate from the CA to ensure that the received certificate is actually issued and signed by the trusted CA. The trusted CA certificates are distributed and installed in the entity during the commissioning/configuration phase. The entity verifies the signature on the received certificate from CA with the help of these trusted CA certificates. If the CA signature is valid, the entity stores the certificate in the implementation-preferable format (e.g., .der, .pem, .cer, .crt, etc). The PEM format is the most commonly used; it may be easily mapped to other formats.
The CSR process requires some human involvement with an administration role to activate, enable or approve the CSR process. The human involvement may be necessary at the same time as the CSR application or may take place in advance, depending on the entity authentication procedure. If an entity is authenticated with a vendor specific credential or with a one-time password, this information can be provided to the RA in advance.
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[bookmark: _Ref353180620][bookmark: _Toc438484660][bookmark: _Toc478986469]Figure 11 – CSR processing
[bookmark: _Toc354827442][bookmark: _Toc354827687][bookmark: _Toc354829053][bookmark: _Toc354836075][bookmark: _Toc354837948][bookmark: _Toc354838199][bookmark: _Toc356986936][bookmark: _Toc356987187][bookmark: _Toc356987438][bookmark: _Toc356987687][bookmark: _Toc357601740][bookmark: _Toc352857334][bookmark: _Toc445639789]Certificate revocation lists (CRLs) 
A CRL is a list of the serial numbers of certificates that have been revoked; along with a timestamp indicating when they were revoked, as well as a digital signature from the issuing CA. Revoked certificates should be considered as no longer valid and should not be relied on by any entity. 
CRLs should be updated whenever a certificate is revoked. They should be made available to all affected entities in a timely manner. Adequate precision of time synchronization across entities and the system creating CRLs would ensure that the time information in the CRLs is accurate and that the entities have accurate information on revoked certificates. An example of a CRL is shown in Figure 12.



[bookmark: _Ref353031083][bookmark: _Toc336876418][bookmark: _Toc438484661][bookmark: _Toc478986470]Figure 12 – Certificate revocation list
Since CRLs accumulate revoked certificates over time, they may grow and become very large. Large CRLs could be a problem for embedded systems, since embedded systems might not have enough free memory capacity to store them. CRLs may therefore be partitioned as a means to minimize the list for any particular entity. Alternate methods may be more efficient, as described in 6.13.6. 
Certificates should be revoked based on the following reasons and using the reason codes as defined in 9.5.3.1 of ISO/IEC 9594-8:201x | Rec. ITU-T X.5094 (2016).
The private key is suspected to be compromised;
The CA private key associated with a CA certificate is suspected to be compromised;
The entity’s affiliation has changed;
The public-key certificate has been superseded;
There has been a cessation of operation of the entity;
There is a hold on the certificate;
The privilege has been withdrawn;
The private key for an attribute authority is suspected to be compromised.
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The online certificate status protocol (OCSP) as defined by RFC 6960, is an alternative to CRL retrieval when checking the revocation status of a public-key certificate.
If a relying party is concerned whether a particular public-key certificate is still valid, it may send an OCSP revocation status request to the OCSP server (or the CA) responsible for the certificate of the entity. This OCSP request contains the protocol version, service request, the entity’s certificate identifier and extensions. In order to avoid replay attacks, a “nonce” (one-time value) is mandatory to distinguish this status request from any previous status requests. The OCSP responder then validates the certificate and returns 'good', 'revoked' or 'unknown', using its own digital signature to authenticate the response. 
This OCSP sequence is shown in Figure 13.


[bookmark: _Ref353180008][bookmark: _Toc438484662][bookmark: _Toc478986471]Figure 13 – Overview of the online certificate status protocol (OCSP)
Typically, online connectivity is required between the entity and the OCSP responder for the transmittal of the OCSP request and OCSP response. However, continuous connectivity may be challenging for some configurations of entities in the field. Additionally, the computational effort for processing the OCSP response and the communication delay may not be feasible for some entities. In addition, OCSP responses should have a short validity period since OCSPs do not issue unsolicited status updates, even if a certificate has been revoked shortly after a status check.
Therefore, depending on the system setup and the entity’s capabilities, a hybrid combination of CRLs and OCSP may be utilized where one entity that normally does have connectivity acts as a proxy OCSP responder. This proxy entity fetches a CRL within a specific time period such as hourly or within 24 hours. The proxy entity (e.g., station controller) then serves as OCSP responder for other entities that do not normally have connection to the OCSP. This approach is depicted in Figure 14.


[bookmark: _Ref353033383][bookmark: _Toc438484663][bookmark: _Toc478986472]Figure 14 – Diagram using a combination of CRL and OCSP processes
A clear advantage of this approach is that it allows the usage of the OCSP process in local networks that lack permanent connectivity to the central CRL data. Moreover, this reduces the data traffic with the backend, which may be necessary for low bandwidth connections. 
Entities should have access to a trusted real-time clock in order to check and assure the accuracy of the OCSP timestamp. If within a configurable timeout (e.g. 15 seconds) no response arrives, entities should trigger an OCSP failure alarm and assume that the certificate has not been revoked (particularly if availability is crucial).
To enable this approach, it is necessary for the proxy OCSP entity (e.g. station controller) to possess a certificate and corresponding private key to act as an OCSP responder. The OCSP responder would thus be configured as trusted responder node with a CA signed certificate. 
OCSP requests may also be chained between peer OCSP responders in order to find and query the appropriate CA for the entity certificate being checked, with responders validating each other's responses against the root CA using their own OCSP requests. 
OCSP requests may be performed proactively or reactively as depicted in Figure 15. In the proactive case, the certificate entity requests its status from the OCSP responder in advance and sends the OCSP response together with its certificate to the peer node that is validating the entity. This is called “OCSP stapling” and places the burden of OCSP communication on the proactive entity. In the reactive case, the receiving node performs the OCSP request to check the revocation state of the certificate presented by the peer entity. The reactive option is more commonly used, but the proactive option is supported by protocols like TLS using an extension defined in RFC 6066, allowing the TLS server to transmit an OCSP response as part of the ServerHello message. This relates to the proactive server case shown in Figure 15.
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[bookmark: _Ref462882980][bookmark: _Toc438484664][bookmark: _Toc478986473]Figure 15 – Call Flows for the Online Certificate Status Protocol (OCSP)
If certificate revocation or certificate validity check fails, it is expected in most cases that the entity will continue operation after sending an OCSP alarm to warn operators about possible unauthenticated communication. This prevents denial-of-service attacks caused by making OCSP responders unavailable.
[bookmark: _Toc305351724][bookmark: _Toc352857336][bookmark: _Toc445639791]Server-based certificate validation protocol (SCVP) 
The validity check of a certificate may become complex, especially if the certification path is rather long. For this case, the Server-Based Certificate Validation Protocol (SCVP) allows an entity to delegate the certification path construction and certification path validation to a “master” node. This protocol is defined in RFC 5055 ([35]). SCVP may be used in conjunction with CRL as well as with OCSP (as shown in Figure 16).
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[bookmark: _Ref455392654][bookmark: _Toc478986474]Figure 16 – Overview Server-Based Certificate Validation Protocol using OCSP Backend
Additionally, in general, it is recommended to keep CA hierarchies as flat and compact as possible to reduce the performance penalties incurred when validating certificate chains.
[bookmark: _Toc445639792]Short-lived certificates
Short-lived certificates (public-key certificates or attribute certificates) may not need to be revoked, as the possibility for compromise is quite low. Short-lived public-key certificates are probably not relevant, as they may imply additional overhead for issuing and distributing new public-key certificates.
Another approach for short-lived certificates are attribute certificates, which are actually a temporal extension of a public-key certificate as described in 6.5.3. Short-lived attribute certificates may be useful in some applications when, for example, there is a requirement to extend an entity's capabilities in an emergency. Such an attribute certificate should include the no revocation information extension defined in ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016).
[bookmark: _Toc445639793][bookmark: _Toc352857338][bookmark: _Ref353036964]Certificate renewal
When certificates are ready to expire, entities need to apply for certificate renewal using a similar but simpler process than enrolment. Simpler in that the certificate update can already utilize the available certificate information on the respective clients.
An example of SCEP certificate renewal is shown in Figure 17.
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An example of certificate renewal or rekeying using EST is shown in Figure 10.
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[bookmark: _Toc478986476]Figure 18 – EST certificate renewal/rekeying
[bookmark: _Toc445639794][bookmark: _Toc478986431]Alternative process for asymmetric keys generated outside the entity
Asymmetric key pairs may be generated externally if the entity lacks good random number generation capabilities or the necessary computational power. In that case, the generation process may be delegated to a PKI compliant component, such as a PKI tool. Distribution of the keys would need to be done out-of-band using a trusted procedure. The private key may be protected with a transport key as in PEM, PKCS#8 or usually PKCS#12 that may include other objects, such as CA or root certificates. Figure 19 shows one possible option to realize central key and certificate generation. The distribution of the key material may be done by using a PKI tool locally.
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[bookmark: _Toc445639795][bookmark: _Toc478986432]Key distribution for symmetric keys with different time frames
Key distribution for symmetric keys may be different for short term and session keys from for long-term keys.
Short term and session keys are typically distributed securely and periodically as part of a dedicated protocol. Long-term keys, such as pre-shared keys, may be administered through system administration, which may be done locally (manually) or remotely.
Different methods may be used for remote symmetric key distribution. These include:
The PKI method using asymmetric keys to secure the distribution of the symmetric keys between a central site and a single entity (see Clause 8);
The Group Domain of Interpretation (GDOI) method to secure the distribution of the symmetric keys between a Key Distribution Centre (KDC) and groups of entities;
As specified in IEC TS 62351-5;
Using engineering and configuration tools to set entities keys to be used among them.
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[bookmark: _Ref354828253][bookmark: _Ref354828479][bookmark: _Toc445639797][bookmark: _Toc478986434][bookmark: _Toc352857340]Asymmetric and symmetric key management requirements
Key management shall apply to asymmetric key procedures, to symmetric key procedures, and to a combination of both asymmetric and symmetric key procedures. If asymmetric key procedures are used, then Clause 8 shall apply. If symmetric key procedures are used, then Clause 9 shall apply.
[bookmark: _Ref354827867][bookmark: _Ref354828271][bookmark: _Toc445639798][bookmark: _Toc478986435]Required cryptographic materials
Standards that reference this document shall specify the required cryptographic materials that shall be present to establish secure communications, as per the Protocol Implementation Conformance Statement PICS form in Annex A.
[bookmark: _Toc352857341][bookmark: _Ref354827868][bookmark: _Ref354828278][bookmark: _Ref354828503][bookmark: _Toc445639799][bookmark: _Toc478986436]Public-Key certificates requirements
The version component shall specify version 3.
Annex D provides a certificate profile stating guidelines on recommended and optional fields to be supported in the utilized certificates. 
[bookmark: _Toc352857342][bookmark: _Ref354828286][bookmark: _Ref354828521][bookmark: _Toc445639800][bookmark: _Toc478986437]Cryptographic key protection
Private keys and long-term symmetric keys (including pre-shared keys) that prove the identity (and Proof of Origin) of each entity shall be protected against unauthorized modification, retrieval and cloning. 
During transport, the private key shall be protected against eavesdropping and tampering by being encrypted by a transport key such as is defined in PEM, PKCS#8 and PKCS#12. All entities shall support PKCS#12.
Any attempt to compromise a key shall be detectable if technically possible. Such an event shall be logged and it shall trigger an alarm.
NOTE: Some guidance can be found in NIST 800-57, Part 1: 2012, 6.2.2 and in FIPS 140-2.
[bookmark: _Ref414453494][bookmark: _Ref414453557][bookmark: _Toc445639801][bookmark: _Toc478986438]Use of existing security key management infrastructure
The use of an existing security key management infrastructure (PKI) shall be allowed, so long as the issuing CAs provide complete chain of trust (intermediate CAs) certificates all the way to the root.
[bookmark: _Ref433368810][bookmark: _Toc445639802][bookmark: _Toc478986439]Use of object identifiers
The principle for allocation of object identifiers (OIDs) is specified in ISO/IEC 9834-1:2012 | Rec. ITU-T X.660 (2011). The OID allocation for this part of IEC 62351 is defined as:
id-IEC62351-9 OBJECT IDENTIFIER ::= { 1 0 62351 9 }
The following branch is allocated for defining OIDs for AVL extensions:
avl62351Extion OBJECT IDENTIFIER ::= { id-IEC62351-9 1 }
The following branch is allocated for defining OIDs for AVL entry extensions:
avl62351EntryExt OBJECT IDENTIFIER ::= { id-IEC62351-9 2 }
The following branch is allocated for defining OIDs for protocol identifiers:
id-62351prot OBJECT IDENTIFIER ::= { id-IEC62351-9 3 }
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[bookmark: _Toc352857344][bookmark: _Toc445639804][bookmark: _Toc478986441]Certificate generation and installation
[bookmark: _Ref337310434][bookmark: _Toc352857345][bookmark: _Ref354676208][bookmark: _Ref354676251][bookmark: _Toc445639805]Private and public key generation and installation
Entities performing asymmetric cryptographic functions shall possess at least one pair of asymmetric keys. Either all such entities shall generate their own asymmetric cryptographic key pairs or shall store asymmetric cryptographic key pairs that have been externally generated by a trusted source and have been securely distributed and installed in a protected location. 
Entities either shall generate or be provided with new key pairs, via PKCS #12, under the following conditions:
No key pair is present at start-up time (if not present or the associated public-key certificate has expired);
Change in controllership of the entity (change in ownership, control authority, and/or reconfiguration of the entity);
By command from an authorized entity (e.g. request for certificate renewal);
Entity's private key has been compromised.
[bookmark: _Toc445639806]Private and public key renewal
New key pairs shall be generated by the entity or shall be provided to the entity within a configurable timeframe before the end of the current certificate validity period. This generation/provision of new key pairs shall lead to a certificate signing request (CSR) in PKI environments.
[bookmark: _Toc445639807]Random Number Generation
The generation of any random value related to key management shall follow ISO/IEC 19790:2012 [12]. Key pair generators shall be responsible for providing statistically adequate random number generators (RNG) and utilizing them appropriately. Note: Guidance can be found in NIST SP 800-90A [17].
Keys shall be generated externally for entities, which are not capable of generating keys internally. CAs or other authorized systems may provide this external key generation facility. The keys shall then be installed securely in those entities. See Annex B.
[bookmark: _Ref429736721][bookmark: _Toc445639808]Certificate policy
It is strongly recommended to create a certificate policy (see RFC 3647 ([27]) for guidance).
NOTE that annex D already describes a certificate profile, which is part of the certificate policy.
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All entities to be commissioned in an organization shall be registered in at least one registration authority (RA), which may be co-located with the certification authority (CA) that is approved by the organization. This RA shall be able to verify the entities identity on a certificate signing request (CSR). Registration may be done manually (e.g. for a small number of entities), or automatically by running scripts that are generated from engineering data. Registration may take place out-of-band, off-site or on-site.
Registration data shall include at least one of the following elements:
The entity’s Common Name (CN) which identifies the entity and the unique name that will appear in the entity’s certificate;
A one-time unique activation code (or OTP), which allows the entity to authenticate itself with the RA, for example, when performing a signature request (CSR). The registration data shall be installed and configured individually into each entity to ensure that the RA can authenticate the entity when it performs a CSR. Note: how the OTPs are created and distributed to the enrolling entities is out of the scope of this standard;
A certificate serial number and issuer of a manufacturer-build in public-key certificate, which allows the entity to already authenticate using this public-key certificate;
A fingerprint of the public-key certificate used to authenticate the enrolling entity.
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In addition to the basic certificate parameters as defined in ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016), entity configuration data shall include the following:
CA certificate(s) of the organization(s) which the entity shall trust and communicate with (see 6.5);
CA IP address of the organization or a domain name (such as IEC62351.LocalCA) that shall be allowed to perform PKI operations, such as CSR processing; 
CA CSR timeout parameters (such as polling frequency, number of retries, etc.);
Part of the entity’s certificate is the DN (Distinguished Name) and the device’s Common Name (CN), which identifies the entity uniquely. This entity name appears in the entity’s certificate. It shall be a UTF-8 string with a maximum of 64 bytes;
Entity’s dnsName. An entity may list more than one dnsName. IP addresses may be used in environments without DNS services.
Either an activation code (a onetime unique password) or a manufacturer built-in certificate shall be supported, which allows the entity to authenticate itself with the CA. Which authentication method is used during enrolment will depend on the system (deployed PKI) capabilities.
[bookmark: _Toc445639811][bookmark: _Ref465686670]Entity enrolment 
Once entities have been configured with the required registration data, and are in possession of their own asymmetric key pair, they shall perform a CSR procedure before becoming operational, based on the organization’s certificate security policies. An online connection to the organization’s RA/CA is required for certificate enrolment, unless out of band enrolment is performed. 
Only registered entities shall be allowed to be enrolled at the RA/CA (see 6.13.3).
Entities shall generate the CSR using the PKCS#10 ([21]) format and shall send the CSR to the RA specified during configuration. The RA shall check the validity of the request by verifying the following:
Proof of possession of the corresponding private key by verifying the CSR signature;
Proof of identity (by utilizing either the activation code (OTP) or an already available certificate and corresponding private key in conjunction with the registration data on the RA).
If the request is valid, the RA shall send a request to the respective CA. The CA shall generate a public-key certificate and shall send it to the RA, which shall send it to the requesting entity.
If the request is invalid, the RA shall not send any request to the CA.
NOTE 1 – The RA and CA may be deployed together as one entity. The process described above still applies.
For automated enrolment, the infrastructure (RA/CA) shall support the following enrolment protocols:
Simple Certificate Enrolment Protocol (SCEP) for backward compatibility focussing on RSA based public-key certificates. 
Enrolment over Secure Transport, (EST, RFC 7030) for support of RSA or ECC based public-key certificates.
The RA/CA infrastructure is required to support both enrolment protocols, so that a client entity may choose the most appropriate enrolment protocol for the target use case. The decision regarding the utilized enrolment protocol may depend on the required cryptographic algorithms used to issue the certificates. If the environment requires the support of ECDSA, the enrolment protocol shall be EST, as SCEP does not support ECDSA based infrastructures. 
The mandatory required functionalities of EST are those described in RFC 7030 and are enhanced with the mandatory support of attribute retrieval. Entities supporting EST shall support:
the distribution of CA certificates. This functionality allows for the distribution of CA certificates in the initial case to build a trust anchor database, but also the update of the CA certificates;
the SimplePKIRequest / Response (simple enrol) exchange and may support the FullPKIRequest / Response exchange;
the re-enrolment (renewal or re-keying of certificates);
the getCACert message to be able to query a CA certificate based on an implicit trust anchor;
the csrattrs (certificate attribute) message to be able to query CSR certificate attributes to be used in the CSR to allow for explicit requirements from a RA/CA side. 
CSR attribute request/response handling is required to support the selection of signing algorithms and associated parameters (key length, curve selection for elliptic curve based algorithms). The following signing algorithms are permitted:
RSA 
ECDSA 
ECGDSA 
Associated parameters are key length and selected elliptic curves are explained below.
NOTE 2 Specific certificate extensions might be specified in the future.
RSA 2048 bit key length shall be supported at a minimum and is the preferred key length to be used. For ECDSA / ECGDSA a key length of 256 bits is recommended. Additionally, for the elliptic curve based algorithms the curves secp256r1 and brainpoolP256r1 are recommended.
NOTE 4 Recommendations regarding required key length for signature algorithms are reviewed constantly and can be found in NIST SP800-57 or BSI TR01202-1. 
Optional support for RSA 1024 bit key length is intended for backward compatibility and will be deprecated in the next edition of this standard.
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If automated updating of trust anchor information is supported, updating of trust anchor certificates shall be performed using EST (see 8.1.6) or optionally may be performed using the Trust Anchor Management Protocol (TAMP), RFC 5934 [41].
If TAMP is used, the following TAMP messages shall be supported:
TAMP Status Query
The TAMP Status Query message is used to request information about the trust anchors that are currently installed in a trust anchor store, and for the list of communities to which the store belongs.
TAMP Status Query Response
The TAMP Status Response message is a reply by a trust anchor store to a valid TAMP Status Query message. The TAMP Status Response message provides information about the trust anchors that are currently installed in the trust anchor store and the list of communities to which the trust anchor store belongs, if any.
Trust Anchor Update 
The Trust Anchor Update message is used to add, remove, and for change management and identity trust anchors. The Trust Anchor Update message cannot be used to update the apex trust anchor.
Trust Anchor Update Confirm
The Trust Anchor Update Confirm message is a reply by a trust anchor store to a valid Trust Anchor Update message. The Trust Anchor Update Confirm message provides success and failure information for each of the requested updates.
Apex Trust Anchor Update
The Apex Trust Anchor Update message replaces the operational public key and, optionally, the contingency public key associated with the apex trust anchor. Each trust anchor store has exactly one apex trust anchor. No constraints are associated with the apex trust anchor. The public key identifier of the operational public key is used to identify the apex trust anchor in subsequent TAMP messages. The digital signature on the Apex Trust Anchor Update message is validated with either the current operational public key or the current contingency public key per the RFC.
Apex Trust Anchor Update Confirm 
The Apex Trust Anchor Update Confirm message is a reply by a trust anchor store to a valid Apex Trust Anchor Update message. The Apex Trust Anchor Update Confirm message provides success or failure information for the apex trust anchor update.
TAMP Error 
The TAMP Error message is a reply by a trust anchor store to any invalid TAMP message. The TAMP Error message provides an indication of the reason for the error.
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The public key infrastructure (PKI) servers and certificate distribution points (CDPs) shall support at a minimum the following secure methods for revocation:
Certificate Revocation Lists (CRL pulled via SCEP or LDAP or HTTP or other);
Online Certificate Status Protocol (OCSP).
The PKI CAs shall propagate revocation information, at a minimum, every 24 hours (this may vary depending on, PKI policies, criticality of particular devices and number of peer connections).
System behaviour in case of unavailability of CRLs updates or of OCSP responders should be part of the organization’s certificate security policy. 
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Entity certificates, including public-key certificates, attribute certificates, and CA certificates, shall be validated before entities are trusted. This validation shall include, at a minimum, the following checks:
The validity period of the entity’s digital certificate. Access to a clock that is synchronized to Time Atomic International (TAI) or UTC is required in order to assure accurate assessment of the certificate’s expiration date. Accurate time and clock synchronization in a network is typically provided by the NTP or PTP protocols, which are defined respectively in RFC 5905 [40] or IEEE 1588 [7]; Note that both protocols are currently revised and will include advanced security options.
The digital signature of entity’s public-key certificate from the issuing CA as well as the certificate path down from the trust anchor;
The revocation status of the entity’s public-key certificate.
Additional checks should follow the certificate policy of the entity’s organization.
It is recommended to validate self-signed certificates using certificate white listing.
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An entity’s certificate shall be revoked at a minimum under the following conditions, using the reason codes specified in 9.5.3.1 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016).
Entity’s private key has been compromised;
CA has been compromised;
Entity’s affiliation has changed;
Entity’s end of life. 
Additional reasons for the revocation of a certificate may be provided by the revocation policy of the organization. It is not required to revoke certificates that have been renewed or that have expired.
Revocation is a requirement of the PKI environment and not of a specific entity.
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Entities shall implement one or more of the following technologies to ascertain the validity status of digital certificates:
Certificate Revocation Lists (CRL);
Online Certificate Status Protocol (OCSP);
The specific method used is dependent upon the requirements of the specific protocol being implemented, i.e. IEC 62351 Part 3 requires end entities support CRLs.
In the context of TLS, OCSP response may be included as part of the TLS handshake from the server side (a.k.a. OCSP Stapling, cf. RFC 6066).
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1.1.1.5 General
Support of AVLs and associated protocols is optional, but if used shall meet the requirements in ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016) as follows: 
1. Clause 11 specifies AVLs.
1. Clause 20 specifies a wrapper protocol similar to the cryptographic message syntax (CMS) as defined in RFC 5652 [38], but is somewhat simpler to provide a lightweight protocol. This wrapper protocol is used for transport of information for the management of AVLs.
1. Clause 21 specifies protocols for supporting the management of AVLs. It specifies two protocol using the services of the wrapper protocol:
The authorization and validation management protocol (AVMP) is used for communication between an authorizer and the AVL entities its support.
The CA subscription protocol (CASP) used by an authorizer to subscribe to public-key certificate status information from relevant CAs. This protocol is only used for constrained environments (see 6.7.3). This protocol requires that CAs are updated to support the CASP protocol and associated capabilities.
1.1.1.6 Syntax for authorization and validation list (AVL) for public-key certificates
The CertAVL is the data type specifying the syntax of an AVL and is defined as follows:
CertAVL ::= SIGNED {TBSCertAVL}

TBSCertAVL ::= SEQUENCE {
  version               [0]  IMPLICIT Version DEFAULT v1,
  serialNumber               AvlSerialNumber OPTIONAL,
  signature                  AlgorithmIdentifier {{SupportedAlgorithms}},
  issuer                     Name,
  constrained                BOOLEAN,
  entries                    SEQUENCE (SIZE (1..MAX)) OF SEQUENCE {
    idType                     CHOICE {
      certIdentifier        [0]  PKCertIdentifier,
      entityGroup                DistinguishedName, -- only for constrained = FALSE
      ... },
    scope                 [0]  IMPLICIT ScopeRestrictions OPTIONAL,
    entryExtensions       [1]  IMPLICIT Extensions OPTIONAL,
    ... },
  ...,
  ...,
  avlExtensions              Extensions OPTIONAL }

AvlSerialNumber ::= INTEGER (0..MAX)

PKCertIdentifier ::= CHOICE {
  issuerSerialNumber         IssuerSerialNumber,
  fingerprintPKC        [0]  IMPLICIT FingerPrint {Certificate},
  fingerprintPK         [1]  IMPLICIT FingerPrint {PublicKey},
  ... }

IssuerSerialNumber ::= SEQUENCE {
  issuer        Name,
  serialNumber  CertificateSerialNumber,
  ... }

ScopeRestrictions ::= SEQUENCE OF ScopeRestriction

SCOPE-RESTRICTION ::= TYPE-IDENTIFIER

ScopeRestriction ::= SEQUENCE {
  id            SCOPE-RESTRICTION.&id,
  restriction   SCOPE-RESTRICTION.&Type,
  ... }
The TBSCertAVL data type specifies the actual syntax of an AVL. SIGNED is a so-called parameterized data type defined in 6.2.1 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016) as
SIGNED{ToBeSigned} ::= SEQUENCE {
  toBeSigned    ToBeSigned,
  COMPONENTS OF SIGNATURE,
  ... }
where the SIGNATURE is a sequence of the signature algorithm used and the digital signature.
The different components of the TBSCertAVL data type are described in Clause 11 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016). Only the specific AVL aspects relevant to power systems are described below:
1. The serialNumber component is provided to allow more advanced functionality by allowing an authorizer to place more than one AVL in an AVL entity. It is also possible that several authorizers place one or more AVLs in the same AVL entity. 
The constrained component shall take the value FALSE to indicate that AVL entity is a non-constrained AVL entity. This value should be set until such time that CAs support public-key certificate status subscription.
The entries component shall hold an element for each public-key certificate and/or entity group represented by the AVL. Each element shall be specified as follows:
The idType component shall take one of two alternatives:
If the certIdentifier alternative is taken, it shall identify the particular public-key certificate represented by this entry. It can be done by specifying the CA issuer name together with the serial number of the public-key certificate or it may be identified by a fingerprint of the public-key certificate or just the public key. If the public-key certificate is a self-signed certificate, only a fingerprint may be used for identifying the public-key certificate.
If entityGroup alternative is taken, it shall hold that part of a distinguished name that is common for all the entities in the group. This alternative is only relevant for a non-constrained environment.
The entryExtensions component, when present, shall hold one or more extensions specific for the entry in question. The extensions specified in 8.3.4.4 to 8.3.4.6 may be included here. If a particular extension type is used as an entry extension, it shall not be included in the avlExtensions component.
The avlExtensions component, when present, shall hold one or more extensions applicable for entries in the AVL. . The extensions specified in 8.3.4.4 to 8.3.4.5 may be included here. If a particular extension type is included here, it shall not be present in the entryExtension component of any entry.
1.1.1.7 [bookmark: _Ref381629554]General on AVL extensions for power systems
As seen from the TBSCertAVL data type, extensions may be added to both the individual entries and the AVL as a whole. Such extensions are specified in 8.3.4.4 to 8.3.4.6.
1.1.1.8 [bookmark: _Ref381632138][bookmark: _Ref411430095]Scope restriction
In certain scenarios it may be desired also to include the scope into a public-key certificate, this is an optional extension. The scope is intended to limit the applicability of public-key certificates. The actual scope constraints are defined in a separate type. This allows using the constraint also separately.
The scopeConstraints extension syntax is defined as:
scopeConstraints EXTENSION ::= {
  SYNTAX        ScopeConstraints
  IDENTIFIED BY { avl62351Extion 1 } }

ScopeConstraints =:: SEQUENCE Of (SIZE (1..MAX)) OF ScopeConstraint

ScopeConstraints::= SEQUENCE { -- contains the scope information 
  aor       UTF8String (SIZE(1..64)),
  --Def. of "Area of Responsibility" of CA cert
  revision  INTEGER (0..255) OPTIONAL 
  -- optional revision if aor changes
}
The area of responsibility (aor) restricts the applicability of a public-key certificate to a certain geographical or organizational area. This standard defines the field and the format for the aor as follows:
	Field name
	Coding, max length (byte)
	Example

	Area of responsibility
	UTF8, 64
	DE.BAVARIA



The aor is an identifier and defines a hierarchical name space or a reference to the namespace. Note that these identifiers are typically alphanumeric. The aor would be provided per policy, e.g., from the responsible operator.
NOTE – The notion of aor (or scope) to describe a geographical or organizational restriction has already been introduced in IEC 62351-8 and is being reused here.
1.1.1.9 Protocol restriction extension
This scope restriction is defined in 11.4 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016). It is used to enumerate associated protocols to be allowed to be used when communication with the entity (or entities in case of entityGroup). If this scope restriction is omitted, there are no restrictions with respect to the types of protocols to be employed. The following is the object identifier allocation for important protocols for power system. 
Note, that “T” denotes the application on transport level, while “A” denotes to the application level. Conforming authorizers shall flag this extension as non-critical.
id-P-IEC61850-T   OBJECT_IDENTIFIER::= { id-IEC62351prot 1 }
id-P-IEC61850-A   OBJECT_IDENTIFIER::= { id-IEC62351prot 2 }
id-P-IEC60870-5-T OBJECT_IDENTIFIER::= { id-IEC62351prot 3 }
id-P-IEC60870-5-A OBJECT_IDENTIFIER::= { id-IEC62351prot 4 }
id-P-IEC62325-T   OBJECT_IDENTIFIER::= { id-IEC62351prot 5 }
id-P-IEC62325-A   OBJECT_IDENTIFIER::= { id-IEC62351prot 6 }
id-P-IEEE1518-T   OBJECT IDENTIFIER::= { id-IEC62351prot 7 }
id-P-IEEE1518-A   OBJECT_IDENTIFIER::= { id-IEC62351prot 8 }
1.1.1.10 Pinning of Certificate and associated Identifier
This AVL pinningId entry extension provides an association of a distinct identifier to a public-key certificate. This identifier is most likely the IP address, but may also be another identifier. There are use cases in which a public-key certificate is only to be used on a dedicated IP address. The pinningId extension supports the association of a certificate with the IP address (or another identifier), if the certificate itself does not provide IP address information as part of the in subjectAltName extension 
pinningId EXTENSION ::= {
  SYNTAX        PinningId
  IDENTIFIED BY { avl62351Extion 2 } }

PinningId ::= GeneralNames

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

GeneralName ::= CHOICE {
  otherName                  [0]  OtherName,
  rfc822Name                 [1]  IA5String,
  dNSName                    [2]  IA5String,
  x400Address                [3]  ORAddress,
  directoryName              [4]  Name,
  ediPartyName               [5]  EDIPartyName,
  uniformResourceIdentifier  [6]  IA5String,
  iPAddress                  [7]  OCTET STRING,
  registeredID               [8]  OBJECT IDENTIFIER,
  ... }
The GeneralNames data type is defined and the alternatives of GeneralName are described in 9.3.2.1 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016). The GeneralNames data type is copied here for easy reference.
The iPAddress shall be stored in the octet string in "network byte order", as specified in RFC 791. The least significant bit (LSB) of each octet is the LSB of the corresponding byte in the network address. For IP version 4, as specified in RFC 791, the octet string shall contain   exactly four octets For IP version 6, as specified in RFC 2460, the octet string shall contain exactly sixteen octets.
1.1.1.11 [bookmark: _Ref411428093]Public-key certificate extensions related use of AVLs
General
Especially if AVLs are used in a PKI context, certain public-key certificates extensions are recommended to be used. Note that if self-signed certificates are used, the inclusion of these extensions may not be enforceable in practice.
AVL distribution point extension 
The AVL Distribution Point extension defines how AVL information can be obtained. It is modelled after the CRL distribution points and may be used optionally.
aVLDistributionPoints EXTENSION ::= {
  SYNTAX         AVLDistributionPoints
  IDENTIFIED BY  id-aVLDistributionPoints }

AVLDistributionPoints::= SEQUENCE SIZE (1..MAX) OF AVLDistributionPoint

AVLDistributionPoint::= SEQUENCE {
  distributionPoint       [0] AVLDistributionPointName OPTIONAL,
  aVLIssuer               [1] GeneralNames OPTIONAL }

AVLDistributionPointName::= CHOICE {
  fullName                [0] GeneralNames,
  nameRelativeToAVLIssuer [1] RelativeDistinguishedName }

id-aVLDistributionPoints OBJECT IDENTIFIER ::= { avl62351Extion 1 }
The definition of the protocol to be used is outside the scope of this document.
This extension should only to be used if all AVL entities having to validate this public-key certificate are managed by the same authorizer.
In the more general case, the procedure specified in 21.4.2 of ISO/IEC 9594-8:201x | Rec. ITU‑T X.509 (2016) may be used. In this procedure, the authorization and validation protocol is used by an AVL entity to initiate communication with its authorizer and thereby invite the authorizer to submit the AVL to be used by AVL entity. This procedure requires some initialization information to be provided to the AVL entity, e.g. during the engineering process.
Authorization and validation extension
The Authorization and validation extension is specified in 9.2.2.8 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016). This extension is a public-key certificate extension. The present of this extension in a public-key certificates signals that this public-key certificate shall only be considered valid if it can be checked against a particular AVL.
This extension shall always be flagged as critical.
This extension should only to be used if all AVL entities having to validate this public-key certificate are managed by the same authorizer (this limitation is not mentioned in. ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016)).
NOTE: If this extension is not present, it is a security policy decision whether to accept this public-key certificate.
Extended Key Usage
The authorizer uses its private key for signing an AVL to be submitted to an AVL entity. The corresponding public-key certificate shall include the extended key usage extension with the value id-avlSign (= 2.5.38.2). This extended key usage extension and the id-avlSign value is defined in 9.2.2.4 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016).
1.1.1.12 Issuing of an AVL
Issuing an AVL is the responsibility of the operator (authorizer) of a dedicated power system. The AVL is expected to be compiled based on the engineering data for a specific system deployment. Based on the engineering data the communication relations are known as well as the protocols used between the communicating entities. The AVL can be compiled at the same time, assumed, that entity specific public-key certificates are already available. If entity specific components are not available at engineering time, the CA issuing the certificates may be configured with the engineering information and provide this information to the entities during the enrolment.
Note that an AVL needs to be updated, if the communication peers in the system change. This may be the case if components of the system are removed or exchanged or newly introduced. It is assumed that at least the removal or introduction of components is accompanied by engineering.
Clause 21 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016) specifies procedures for management of AVLs.
1.1.1.13 Endpoint Handling of AVLs
The process of verifying a public-key certificate received during a connection establishment (e.g., during the TLS handshake) and the validation of the public-key certificate itself and the check against a locally available AVL is outlined in IISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016).
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This document imposes neither a minimum nor maximum public-key certificate life span. A certificate expiration date should be chosen depending on the certificate type and on the local security policies (see 8.1.4).
Public-key certificates may optionally include a private key usage extension, which specifies the period during which the corresponding private key may be used by its owner. This period is normally set to be shorter than the certificate validity period ensuring that certificates remain valid for a minimum period after use by their owner. Details on the use of the private key usage extension may be found in 9.2.2.5 of ISO/IEC 9594-8:201x | Rec. ITU-T X.509 (2016).
Entities shall generate a new key pair and perform a CSR after their public-key certificates expiration dates get to a certain percentage of the public-key certificate life span, as specified by the organization’s certificate policies. Entities shall renew their public-key certificates before they expire and shall log their public-key certificate renewal actions (as successful or failed events).
Entities shall allow the public-key certificate renewal policy to be configured, such as:
1. [bookmark: _Toc445639820]Auto-renewal is supported or not;
The length of time before expiration that public-key certificate renewal shall take place.
[bookmark: _Toc478986445]Secured Time Synchronization
Clock synchronization and accuracy shall be ensured. Time synchronization shall be implemented using the security options of IEEE 1588 or IETF’s NTS, when they become available, or using other security protocols.
[bookmark: _Toc352857354][bookmark: _Toc305351727][bookmark: _Ref353087860][bookmark: _Toc445639821][bookmark: _Toc478986446][bookmark: _Toc194743578][bookmark: _Toc245206563]Symmetric key management (normative)
[bookmark: _Toc356986984][bookmark: _Toc356987235][bookmark: _Toc356987486][bookmark: _Toc356987735][bookmark: _Toc357601788][bookmark: _Toc356986985][bookmark: _Toc356987236][bookmark: _Toc356987487][bookmark: _Toc356987736][bookmark: _Toc357601789][bookmark: _Toc356986986][bookmark: _Toc356987237][bookmark: _Toc356987488][bookmark: _Toc356987737][bookmark: _Toc357601790][bookmark: _Toc356986987][bookmark: _Toc356987238][bookmark: _Toc356987489][bookmark: _Toc356987738][bookmark: _Toc357601791][bookmark: _Toc356986988][bookmark: _Toc356987239][bookmark: _Toc356987490][bookmark: _Toc356987739][bookmark: _Toc357601792][bookmark: _Toc356986989][bookmark: _Toc356987240][bookmark: _Toc356987491][bookmark: _Toc356987740][bookmark: _Toc357601793][bookmark: _Toc356986990][bookmark: _Toc356987241][bookmark: _Toc356987492][bookmark: _Toc356987741][bookmark: _Toc357601794][bookmark: _Ref325637111][bookmark: _Toc352857356][bookmark: _Toc445639822][bookmark: _Toc478986447]Group based key management (GDOI) 
[bookmark: _Ref354828018][bookmark: _Ref354828088][bookmark: _Toc445639823]GDOI requirements
An informative overview of GDOI is provided in 6.11.
The Group Domain of Interpretation (GDOI) method, RFC 6407 ([45]) and the Internet Draft for “GDOI Protocol Support for IEC 62351 Security Services” [53] shall be used for the distribution of group keys to Group Members (GM). The Internet Draft for “GDOI Protocol Support for IEC 62351 Security Services” is hereafter referred to as the IEC 62351 ID. 
The GROUPKEY-PULL method is mandatory and the implementation of GROUPKEY-PUSH is optional.
The capability to use the GDOI client certificate credentials exchanged at connection establishment time is mandatory.
[bookmark: _Toc352857357]The KDC shall maintain the repository of the keys and associated parameters in a secure location.
The KDC shall configure the policy for renewing the session key, which shall be based on key lifetime. A GM may override this policy with a policy based on a number of messages sent with the current key if the trigger occurs before the lifetime of the current key expires
[bookmark: _Toc438484631][bookmark: _Toc438484632][bookmark: _Ref414453641][bookmark: _Toc445639824][bookmark: _Toc352857361][bookmark: _Ref354827911][bookmark: _Ref354828098][bookmark: _Ref400914451]Internet Key Exchange Version 1 (IKEv1)
GDOI RFC 6407 provides an ISAKMP implementation where GDOI is a new ISAKMP Domain of Interpretation (DOI). RFC 6407 defines how IKEv1 (RFC 2409) is used as the phase 1 protocol for GDOI. The KDC shall use IKEv1 for its GDOI Phase 1 protocol. The KDC does not need to support all of the functionality and features of IKEv1, but at a minimum shall support the IKEv1 requirements listed in Table 1.
[bookmark: _Ref404766721][bookmark: _Toc478986502]Table 1 – KDC IKEv1 Requirements 
	Description
	Values

	ISAKMP Exchanges Supported
	2 – Main Mode (ID Protection) 
5 – Informational

	GM ID Payload Types Supported
	9 – ID_DER_ASN1_DN  (Subject ID of the GM’s Identity Certificate)

	Key Exchange Supported
	Diffie-Hellman via Group Description Attribute

	Server IP Port
	UDP 848 (configurable)

	1 – Encryption Algorithm Attribute (Mandatory)
	5 – 3DES-CBC 
7 – AES-CBC (Key Lengths: 128/256)

	2 - Hash Algorithm Attribute (Mandatory)
	4 – SHA2-256
5 – SHA2-384
6 – SHA2-512

	3 – Authentication Method Attribute (Mandatory)
	3 – RSA Signatures

	4 – Group Description Attribute (Mandatory)
	2 – MODP-1024
5 – MODP-1536
14 – MODP-2048
15 – MODP-3072
16 – MODP-4096

	11 – Life Type (optional) 
	1 – Seconds

	12 – Life Duration (optional)
	120:86400 Seconds  (default – 120)

	14 – Key Length
	Required if AES-CBC encryption algorithm is used.


[bookmark: _Ref414545324][bookmark: _Ref414545342][bookmark: _Toc445639825]
[bookmark: _Ref455392098]Phase 1 IKEv1 main mode exchange type 2
1.1.1.14 General
IKEv1 (RFC 2409) defines two methods to perform a phase 1 exchange: “main mode” and “aggressive mode”. Support for IKEv1 main mode exchange is mandatory and support for IKEv1 aggressive mode exchange is prohibited. IKEv1 main mode exchange is an instantiation of the ISAKMP identify protection exchange. IKEv1 main mode exchange uses ISAKMP Exchange Type 2.
IKEv1 specifies four main mode exchanges depending on the authentication method (IKE authentication methods SA attribute, value 3) provided in the initial SA payload:
1. Authentication with digital signatures
1. Authentication with public key encryption
1. Revised method of authentication with public key encryption
1. Authentication with a pre-shared key
Support for authentication with RSA digital signatures is mandatory. The RSA digital signature is IKEv1 authentication methods attribute value 3. Authentication with DSA digital signatures, public key encryption and pre-shared keys are optional.
The main mode exchange with RSA digital signatures is defined in Figure 20.
[image: ]
[bookmark: _Ref401864348][bookmark: _Toc438484669][bookmark: _Toc478986478]Figure 20 – IKEv1 (RFC 2409) main mode exchange with RSA digital signatures
As depicted in Figure 20, the Group Member is always the initiator of the exchange. The KDC is always the responder of the exchange. The notations (i.e. HDR, SA, KE, etc.) are taken from RFC 2409. Please refer to RFC 2409 section 3[footnoteRef:3] for definitions of the notations. [3: 	http://tools.ietf.org/html/rfc2409#page-3.] 

Subclauses 9.1.3.2 to 9.1.3.5 describe each message and notes where the KDC differs from or limits the IKEv1 protocol.
1.1.1.15 Certificate request payload
The GM shall be compliant with ISAKMP 2408 and IKEv1 2409 with respect to how certificate request payloads are used. The GM shall send a certificate request payload as defined in RFC 2408 section 3.10 and shall return the requested certificate in a subsequent message response. If the KDC does not receive a message with a certificate request payload, the KDC shall not send its certificate. The KDC may add a certificate request payload in the second exchange message sent to the GM. If the KDC does not send a certificate request payload, the GM shall not send its certificate.
1.1.1.16 Security association exchange (1)
General
The first two messages exchanged shall be used to determine the security association for the IKE SA, as shown in Figure 21.
[image: ]
[bookmark: _Toc438484670][bookmark: _Toc478986479]Figure 21 – IKEv1 main mode exchange and security association messages
The GM shall send a list of proposed transforms in order of precedence and the KDC shall choose the first compatible one.
The initial message sent by the GM shall contain one SA payload as defined in RFC 2409 section 5 Exchanges. An IKEv1 SA payload is defined as one or more transform payloads embedded in a proposal payload that is embedded in an SA payload. Multiple proposal payloads shall not be supported.
[bookmark: _Toc401855997]SA payload
The SA payload (SA) shall be the same as RFC 2408 section 3.4. The KDC shall support GDOI RFC 6407section 2.1 which requires that the phase 1 SA payload DOI field shall be set to GDOI (2). The SA payload Situation field is 4 octets and shall be set to 0. Any other values shall result in an error.
[bookmark: _Toc401855998]Proposal payload
The proposal payload shall be the same as RFC 2408 section 3.5. The KDC expects the SPI Size to be zero, but if the SPI Size is non-zero, the contents of the SPI shall be ignored. The KDC shall support multiple transforms.
[bookmark: _Toc401855999]Transform payload
The transform payload shall be the same as RFC 2408 section 3.6. Required SA attributes are defined in RFC 2409 section 4 and copied below:
Encryption Algorithm, value 1
Key Length, value 14. Required if the encryption algorithm does not specify a key length (i.e. AES_CBC). It is omitted if the encryption algorithm has an implied length (i.e. 3DES_CBC)
Hash Algorithm, value 2
Authentication Method, value 3
Group Description, value 4
Optional SA attributes that may be supported by the KDC are:
Life Type, value 11
Life Duration, value 12
The domain of each attribute is defined in Table 1. A transform payload with additional attributes shall result in the KDC rejecting that payload.
1.1.1.17 [bookmark: _Toc401856001]Key exchange (2)
Once a security association is negotiated, the GM and KDC shall be able to exchange Diffie-Hellman (DH) public values based on the DH group description agreed upon in the SA. The key exchange sequence is shown in Figure 22.
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[bookmark: _Ref444196157][bookmark: _Toc438484671][bookmark: _Toc478986480]Figure 22 – IKEv1 main mode exchange: key exchange messages
In this key exchange sequence, the KDC shall receive an ISAKMP message with a Key Exchange (KE) payload and a nonce (Ni) payload. The KE payload is the GM’s DH public value and the Ni payload is the GM’s nonce. Given the GM’s DH public value and Ni, the secret and derived keys can be calculated. 
As stated in the RFC 2409 section 5, the nonce shall be between 8 and 256 bytes. The KDC shall create a nonce that is at least half the size of the hash block size.
The KE and Ni payloads shall be the same as defined in RFC 2408 sections 3.8 and 3.14 respectively.
1.1.1.18 ID authentication exchange (3)
General
Once the connection has been secured, the last exchange of security messages performs mutual authentication. The ID authentication sequence is shown in Figure 23.
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[bookmark: _Ref444196498][bookmark: _Toc438484672][bookmark: _Toc478986481]Figure 23 – IKEv1 Main Mode Exchange: ID authentication messages
The last message received from the GM shall contain the GM’s ISAKMP Identification (Identification payload), its Identity Certificate (Certificate payload), and the signature of HASH_I using its Identity X.509 Certificate (Signature payload).
[bookmark: _Ref404778225]Identification payload
The ID Payload (IDii, IDir) shall be the same as defined in RFC 2408 section 3.8. The ID Types are technically DOI specific. GDOI RFC 6407 does not specify its own types but implies that the types defined for IPSec DOI are used in GDOI. These types are maintained by IANA under IKEv2 (RFC 5996 [42]). Therefore, the ID Type supported shall be ID_DER_ASN1_DN, which has a value of 9. The contents of the payload shall be the DER encoded Subject ID from the GM’s X.509 certificate. All other ID types shall not be supported and shall result in an error.
Certificate payload
The certificate payload (CERT) shall contain the DER encoded X.509 Identity Certificate and shall be as defined in RFC 2408 section 3.9. The X.509 Certificates – Signature Certificate Encoding Type that has a value of 4 shall be supported. All other encoding types shall not be supported and shall result in an error.
Although RFC 2409 specifies that one or more certificate payloads may be optionally included, the KDC shall always include one and only one certificate payload in the ISAKMP message.
Signature payload
The signature payload (SIG_I, SIG_R) shall be unmodified from its definition in RFC 2408 section 3.12. The content shall be the signature, which is generated by using the GM’s certificate, of HASH_I defined in RFC 2409 section 5 and depicted in Figure 24.
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[bookmark: _Ref444197000][bookmark: _Toc438484673][bookmark: _Toc478986482]Figure 24 – IKEv1 HASH_I calculation
Refer to RFC 2409 section 3 for definition of the notations.
It is important to note that the RSA signature is not a standard PKCS #1 formatted signature, but instead is simply encrypted using the certificate’s RSA private key as described in RFC 2409 section 5.1 – IKE Phase 1 Authenticated With Signatures: 
[image: ]
[bookmark: _Toc445639826]Phase 1/2 ISAKMP informational exchange type 5
1.1.1.19 General
The KDC shall use ISAKMP informational exchanges to notify its peers that an error has occurred. The KDC shall not use ISAKMP informational exchanges to provide status or delete SAs as defined in IKEv1 RFC 2409 section 5.7.
An informational exchange may be sent during either a phase 1 or phase 2 exchange. A phase 1 informational exchange is not encrypted and has the message ID field in the ISAKMP header set to zero. A phase 2 informational exchange is encrypted and has a unique message ID. A unique message ID shall be provided so that an applicable cryptographic initialization vector (IV) may be calculated.
1.1.1.20 Phase 1 informational exchange
General
A phase 1 Informational exchange may be initiated while the ISAKMP connection is being established to indicate that an error in the phase 1 exchange has occurred. The phase 1 Information exchange is shown in Figure 25.

[image: ]
[bookmark: _Ref404775502][bookmark: _Toc438484674][bookmark: _Toc478986483]Figure 25 – Phase 1 Informational Exchange
Both the GM and KDC may be the initiator of a phase 1 informational exchange. The informational exchange message shall have a single notification payload (N) as defined in RFC 2408 section 3.14.
The Delete payload defined in RFC 2408 section 3.15 shall not be supported by the KDC for a phase 1 Informational exchange. Therefore, the KDC shall not send an informational exchange with a Delete payload and shall ignore any Delete payloads in a received informational exchange.
Additionally, the Hash payload shall not be supported for a phase 1 informational exchange. Therefore, the KDC shall not send a phase 1 informational exchange with a Hash payload and shall ignore any Hash payloads received in a phase 1 informational exchange. The phase 1 informational exchange message shall have the Message ID field in the ISAKMP header set to 0 and shall not be encrypted.
[bookmark: _Toc401856010]Notification payload
The Notification payload is defined in RFC 2408 section 3.14. For a phase 1 informational exchange, the payload field values are defined as:
1. Domain of Interpretation – Value of 2, GDOI
Protocol-ID – Value of 0 
SPI Size – Value of 0. The I-Cookie and R-Cookie are used as the SPI
Notify Message Type – Any value defined in RFC 2408 section 3.14.1
SPI – not included in payload
Notification Data – not included in payload.
1.1.1.21 Phase 2 informational exchange
GDOI RFC 6407 mentions of an Informational exchange are in reference to a GM not accepting an SA policy. If the policy in the SA payload is not acceptable to the GM, “the GM should tear down the Phase 1 session after notifying the KDC with an ISAKMP Informational Exchange containing a Delete payload” (RFC 6407 section 3.3).
However, there is no mention on how the KDC or GM should handle the case where the hash is incorrect or a GM does not have access privilege to the group. To cover for these cases, this standard adds the requirement that a KDC shall embed a Notification Payload in the GROUPKEY-PULL exchange itself. If a failure occurs while processing a GROUPKEY-PULL message from the GM, the KDC shall return a GROUPKEY-PULL message on the same exchange with a single Notification Payload indicating the error code. The GROUPKEY-PULL exchange shall be terminated.
The KDC shall support receiving both a Notification Payload embedded in the GROUPKEY-PULL exchange and receiving an Informational Exchange with a Delete payload. If the SPI of the Notification/Delete payload matches an SA of an existing GROUPKEY-PULL exchange, it shall stop the exchange.
[bookmark: _Toc445639827]Phase 2 GDOI GROUPKEY-PULL exchange type 32
1.1.1.22 General
GDOI (RFC 6407) defines the Phase 2 GROUPKEY-PULL exchange to allow Group Members a way to pull the shared security associations for a single secure multicast group. The GROUPKEY-PULL exchange is sent on the IKE SA after the connection is secured with the phase 1 IKEv1 main mode exchange. RFC 6407 section 3.2 defines the GROUPKEY-PULL exchange in Figure 26. 
[image: ]
[bookmark: _Ref401862712][bookmark: _Toc438484675][bookmark: _Toc478986484]Figure 26 – GD004FI GROUPKEY-PULL as define in RFC 6407
Refer to RFC 2409 section 3.2 and RFC 6407 section 1.3 for notation, acronyms and abbreviations.
The Group Member shall always initiate a GROUPKEY-PULL exchange. The KDC shall always be the responder of a GROUPKEY-PULL exchange.
When the KDC receives the initial GROUPKEY-PULL exchange message from the GM, the message is validated and a new GROUPKEY-PULL exchange is started. The payloads are extracted and the HASH(1) is calculated and validated. An incorrect hash calculation shall result in the exchange failing and a Phase 2 informational exchange shall be initiated by the KDC indicating an error type of INVALID_HASH_INFORMATION (value 23).
An incorrect hash calculation shall result in the exchange failing and a GROUPKEY-PULL response message shall be sent back to the GM with a Notification payload indicating an error type of INVALID_HASH_INFORMATION (value 23).
The secure multicast group ID shall be extracted and if the secure multicast group is not found or the GM is not an authorized group member, the exchange shall fail and a GROUPKEY-PULL response message shall be sent back to the GM with a Notification payload indicating error INVALID-ID-INFORMATION (value 18) and AUTHENTICATION_FAILURE (value 24) respectively.
1.1.1.23 Hash computations
The hashes computed for the GROUPKEY-PULL exchange shall use the secure hash algorithm from the phase 1 SA. The hashes shall be secured with the phase 1 authentication secret, SKEYID_a, as defined in RFC 2409 section 5. The different hashes used in the GROUPKEY-PULL exchange shall be computed over the information specified in Figure 27.
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[bookmark: _Ref401863002][bookmark: _Toc438484676][bookmark: _Toc478986485]Figure 27 – GROUPKEY-PULL hash computations
1.1.1.24 Multi-sender and counter mode encryption algorithm
IEC 61850 DATA SAs shall support AES-GCM and AES-GMAC counter mode algorithms. Counter mode algorithms provide the capability for there to be multiple senders over a single SA. This is achieved by ensuring that each sender use unique initialization vectors (IV) for each packet sent. GDOI RFC 6407 section 3.5 specifies that the KDC implement RFC 6054 in order to assign a portion of the IV space to each sender in the group[footnoteRef:4]. [4:  	RFC 6054 – Using Counter Modes with Encapsulating Security Payload (ESP) and Authentication Header (AH) to Protect Group Traffic (http://tools.ietf.org/html/rfc6054).] 

Support for the request of Sender IDs from a GM for counter mode based IEC 61850 key groups is not required. If a GAP payload is received from a GM with a Sender-ID GAP attribute (value 3), the KDC shall fail the GROUPKEY-PULL exchange. An error type of ATTRIBUTES-NOT-SUPPORTED (value 13) shall be returned in an Informational exchange.
Note: It is to be determined whether multiple senders on a single DATA SA will be supported in a future edition of this standard.
1.1.1.25 [bookmark: _Toc401856016]SA-KEK, SEQ, KEK/LKH key download payload support (rekey via GROUPKEY-PUSH)
Since the GROUPKEY-PUSH is optional, the GROUPKEY-PULL exchange is not required to support an SA-KEK payload, SEQ payload, or KEK/LKH Key Packets in the Key Download payload.
The GROUPKEY-PUSH exchange is expected be supported in a future edition of this standard.
Note: It is to be determined when the GROUPKEY-PUSH exchange will be supported by IEC 61850 security protocols.
1.1.1.26 GROUPKEY-PULL group SA request exchange
General
The initial SA Request exchange is shown in Figure 28.
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[bookmark: _Ref404777581][bookmark: _Toc438484677][bookmark: _Toc478986486]Figure 28 – GROUPKEY-PULL initial SA request exchange
The GM shall initiate a GROUPKEY-PULL exchange by sending message (1) to the KDC. The HASH (1) and Ni payloads are defined in RFC 6407 section 3. The ID Payload has been extended to support IEC 61850 secure multicast groups.
Identification payload
General
The ID payload (ID) for the phase 2 exchange is the same ID payload used in the phase 1 exchange (see 9.1.3.5.2). The difference is that in the phase 1 exchange, the Identification Data contained is that of the Group Member, while for the phase 2 exchange the ID identifies the Key Group for the SAs to be pulled as shown in Figure 29. The KDC supports IEC 61850 secure multicast groups.
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[bookmark: _Ref444199373][bookmark: _Toc438484678][bookmark: _Toc478986487]Figure 29 – RFC 6407 Identification Payload
The format of the identification payload consists of:
[1] Next Payload – see RFC 2408 for definition and use.
[2] Reserved – see RFC 2408 for definition and use.
[3] Payload Length – see RFC 2408 for definition and use.
[4] ID Type – An IEC 61850 secure multicast group is identified by an ID Type of ID_OID defined in the IETF Internet Draft GDOI Protocol Support for IEC 62351 [53] section 2.1. The ID_OID ID Type has a value of 13. The Identification Data for ID_OID represents an ASN.1 Object ID (OID)[footnoteRef:5] and its OID specific data. Both the OID and the OID data are encoded using DER encoding rules[footnoteRef:6]. The field definitions within the Identification Data payload are defined in and depicted in Figure 30. For example, an OID could represent a GOOSE or Sampled Value protocol, also in other cases IEC 61850 also specifies a particular multicast destination address to be described in the OID Specific Payload field. [5:  The Object ID format is defined in ITU-T-X.683 -  http://www.itu.int/ITU-T/studygroups/com17/languages/X.683-0207.pdf.]  [6:  Distinguished Encoding Rules is define in ITU-T-X.690 - http://www.itu.int/ITU-T/studygroups/com17/languages/X.690-0207.pdf.] 

[5] DOI-Specific ID Data – Shall be set to 0.
[6] Identification Data – is ID_OID Specific and described in the following paragraph.
Identification data (IEC 61850 objects)
The GDOI Identification Payload (e.g. Phase 2 request) in a GDOI GROUPKEY-PULL exchange allows the Group Member (GM) to declare the group it would like to join. A group is defined by an ID payload as defined in GDOI RFC 6407 ([45]). Figure 30 has been extracted from the IETF Internet Draft [53] and defines a specific ID Type value and format of the Identification Data. 
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[bookmark: _Ref404784412][bookmark: _Toc438484679][bookmark: _Toc478986488]Figure 30 – ID_OID Identification Data
[1] OID Length: This length shall be an unsigned integer value and shall specify the number of octets of the ASN.1 encoded OID, whose value follows the length;
[2] OID:  This set of octets represents an ASN.1 encoded Object Identifier. The value of the identifier defines the payload that follows. It is the use of this Object Identifier that will allow other organizations or standards to utilize this payload extension process without definition collision. The Object Identifier values are defined as mandatory (m) or optional (o) in Table 2.
[3] OID Specific Payload Length (2 octets) -- Length of the OID Specific Payload. Set to zero if the OID does not require an OID Specific Payload.
[4] OID Specific Payload (variable) -- OID specific selector encoded in DER. If OID Specific Payload Length is set to zero this field does not appear in the ID payload.
At the culmination of a GROUPKEY-PULL exchange, the key server will have sent group policy to all authorized group members, allowing receiving group members to participate in secure group communications.
The KDC shall support the mandatory Object IDs defined in Table 2, which identify the IEC 61850 stream that the GM is requesting Key material for.
[bookmark: _Ref404784398][bookmark: _Toc478986503]Table 2 – IEC 61850 Object IDs: Mandatory (m) and Optional (o)
	Object Identifier Name
	Description
	Value
	m/o

	61850_ETHERNET_GOOSE
	Specifies that the payload is requesting a key for an IEC 61850-8-1 GOOSE APDU.
	 1.0.62351.9.61850.8.1.1
	o

	61850_UDP_ADDR_GOOSE
	Specifies that the payload is requesting a key for a routable GOOSE APDU that is being sent to a particular destination IP address.
	1.0.62351.9.61850.8.1.2
	m

	61850_UDP _Tunnel
	Specifies that the payload is requesting a key for an IEC 61850 routable Tunnel APDU that is being sent to a particular destination IP address.
	1.0.62351.9.61850.8.1.4
	m

	61850_ETHERNET_SV
	Specifies that the payload is requesting a key for an IEC 61850-9-2 SV APDU.
	1.0.62351.9.61850.9.2.1
	o

	61850_UDP_ADDR_SV
	Specifies that the payload is requesting a key for a routable IEC 61850 SV APDU.
	1.0.62351.9.61850.9.2.2
	m

	61850_IP_ISO9506
	Specifies that the payload is requesting a key for an IEC 61850-8-1 ISO 9506 endpoint. This payload definition is out-of-scope.
	1.0.62351.9.61850.8.1.4
	o


[bookmark: _Toc293345982]Note that the utilized OIDs have been defined in the IEC 62351 space starting with 1.0.62351.9.xxx as opposed to the OIDs used in IEC 61850-90-5 starting with 1.2.840.10070.xxx
OID specific payloads
The payloads for the UDP versions of GOOSE (61850_UDP_ADDR_GOOSE) and SV (61850_UDP_ADDR_SV) OIDs[footnoteRef:7] are the same. The ASN.1 Sequence for 61850_UDP_ADDR_GOOSE and 61850_UDP_ADDR_SV OID specific data are specified in Figure 31. [7: 	The payload for the IP versions of GOOSE and SV are the same.] 
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[bookmark: _Ref410904871][bookmark: _Toc438484680][bookmark: _Toc478986489]Figure 31 – 61850_UDP_ADDR_GOOSE/SV ASN.1 BNF 
[1] Version is a single octet value that represents the version of the particular payload. Unless otherwise specified, the value of the VERSION shall be one (1).
[2] IPADDRESS is a value component that allows the use of either an IPv4 or IPv6 destination address for the entity associated with the key being requested. The IPADDRESS ASN.1 Sequence is specified in Figure 32.
[3] The dsRef value component allows for the specification of an IEC 61850 DataSet Reference (DSRef), as specified in IEC 61850-7-2.
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[bookmark: _Ref410913591][bookmark: _Toc438484681][bookmark: _Toc478986490]Figure 32 – IPADDRESS ASN.1 BNF
Figure 33 is an example of the 61850 OID Address Payload for either 61850_UDP_ADDR_GOOSE or 61850_UDP_ADDR_SV OIDs.
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[bookmark: _Ref410898143][bookmark: _Toc438484682][bookmark: _Toc478986491]Figure 33 – Example IecUdpAddrPayload ASN.1 Data with DER Encoding
The ASN.1 Sequence for 61850_UDP_TUNNEL OID specific data is specified in Figure 34.
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[bookmark: _Ref410905092][bookmark: _Toc438484683][bookmark: _Toc478986492]Figure 34 – 61850_UDP_TUNNEL Payload ASN.1 BNF
NOTE: The dsRef field is not present in this payload because multiple Ethernet multicast frames (e.g. GOOSE or SV) may be sent in one Tunnel SPDU. Therefore, the destination IP address itself differentiates the data sets.
The OID payload for the Ethernet versions of GOOSE (61850_ETHERNET_GOOSE) and SV (61850_ETHERNET_SV) are the same. The ASN.1 Sequence for 61850_ETHERNET_GOOSE/SV OID specific data is specified in Figure 35.
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[bookmark: _Ref410917036][bookmark: _Toc438484684][bookmark: _Toc478986493]Figure 35 – 61850_ETHERNET_GOOSE/SV Payload ASN.1 BNF
[1] [bookmark: _Toc293345983]Version is a single octet value that represents the version of the particular payload. Unless otherwise specified, the value of the VERSION shall be one (1).
[2] The dstMAC is a value that consists of six (6) octets. The value shall be in Ethernet transmission order.
[3] The dsRef value component allows the specification of an IEC 61850 DataSet Reference (DSRef), as specified in IEC 61850-7-2.
1.1.1.27 SA TEK payload
The SA TEK payload shall contain security attributes for a single set of policies associated with a group TEK. The type of policy to be used with the TEK is described by a Protocol-ID field included in the SA TEK. As shown in Figure 36 reproduced from RFC 6407, each Protocol-ID describes a particular TEK Protocol-Specific Payload definition. 
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The Protocol ID name of GDOI_PROTO_IEC_61850 is marked as TBD1 in the IETF draft GDOI Protocol Support for IEC 62351 [53], section 2.2. The protocol ID shall have a value of decimal 161, which is in the domain of private use values.
1.1.1.28 IEC-61850 SA TEK payload
GDOI_PROTO_IEC_61850 SA TEK shall include an OID and (optionally) an OID Specific Payload that together define the selectors for the network traffic. The selector fields shall be followed by security policy fields indicating how the specified traffic is to be protected. As shown in Figure 37 reproduced from [53] each 61850 TEK Payload describes a particular TEK Protocol-Specific Payload definition.
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The GDOI_PROTO_IEC_61850 SA TEK Payload fields are defined in [53] as follows:
1. OID Length (1 octet) -- Length of the OID field.
OID (variable) -- An ASN.1 object Identifier encoded using DER. OIDs defined in IEC 61850 declare the type of IEC 61850 message to be protected, as defined in Table 2.
OID Specific Payload Length (2 octets) -- Length of the OID Specific Payload. This field is set to zero if the policy does not include an OID Specific Payload.
OID Specific Payload (variable) -- The traffic selector (e.g., multicast address) specific to the OID encoded using DER. Some OID policy settings do not require the use of an OID Specific Payload, in which case this field is not included in the TEK and the OID Specific Payload Length is set to zero.
SPI (4 octets) -- Identifier for the Current Key. This field represents a SPI.
Auth Alg (2 octets) -- Authentication Algorithm ID. Valid values are defined in [53], Section 2.2.2. HMAC-SHA256-128 is mandatory.
Enc Alg (2 octets) -- Confidentiality Algorithm ID. Valid values are defined in [53] Section 2.2.3. AES-CBC-128 is mandatory.
Remaining Lifetime value (4 octets) -- The number of seconds remaining before this TEK expires. A value of zero (0) shall indicate that the TEK does not have an expiry time. Maximum lifetime shall be correlated with the CRL refresh time to ensure that group members with expired certificates or revoked certificates are handled according to the organization’s security policy.
SA Data Attributes (variable length) -- Contains zero or more attributes associated with this SA. [53], Section 2.2.4 defines attributes.
There are some restrictions on how the Authentication Algorithm and the Confidentiality Algorithm can be combined. The restrictions are summarized below:
1. [bookmark: _Ref353187723]AES-GCM/GMAC is a combined cipher providing both encryption and authentication. If AES-GCM is specified for the confidentiality algorithm, the Authentication Algorithm field shall be set to RESERVED (value 1).
If AES-GCM is not specified for the confidentiality algorithm, an authentication algorithm shall be specified and the Authentication Algorithm field shall not be set to RESERVED (value 1).
A confidentiality algorithm is optional and the Confidentiality Algorithm field may be set to NONE (value 1).
1.1.1.29 SPI discussion
RFC 6407 requires that characteristics of a SPI must be defined. A SPI in a GDOI_PROTO_IEC_61850 SA TEK is represented as a Key Identifier (KeyID). The SPI size is 4 octets. The SPI is unilaterally chosen by the KDC using any method chosen by the implementation. However, an implementation needs to take care not to duplicate a SPI value that is currently in use for a particular group.
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General
The following attributes shall be present in the SA TEK for IEC 61850 SAs. The attributes shall follow the format described in [53], Appendix C.
Activation time delay (SA_ATD) SA data attribute (value 1)
[bookmark: _Toc353191154][bookmark: _Ref293319437][bookmark: _Toc293346056][bookmark: _Toc343705290][bookmark: _Toc346030350][bookmark: _Toc305351794]A KDC shall distribute an SA TEK in advance of when it is expected to be used. This is communicated to group members using the SA Activation Time Delay (SA_ATD) attribute. When a GM receives an SA_TEK with this attribute, it shall wait for the number of seconds contained within the attribute before installing it for either transmission or receiving. The KDC shall include the SA_ATD SA data attribute, even if the value is 0. The SA_ATD attribute is assigned a value of 1.
Key delivery assurance (SA_KDA) SA data attribute (value 2)
Group policy may include notifying a multicast source ("Publisher") of an indication of whether multicast receivers ("Subscribers") have previously received the SA TEK. This notification allows a Publisher to set a policy as to whether to activate the new SA TEK or not based on the percentage of Subscribers that are able to receive packets protected by the SA TEK. The attribute value is a number between 0 and 100 (inclusive). Support for KDA is optional. If KDA is not supported, the KDC shall set the SA_KDA value to 100.
The SA_KDA attribute is assigned a value of 2.
[bookmark: _Toc445639828]GROUPKEY-PULL group key download exchange
After the SA Policies are sent to the GM, the KDC shall send the key material for each SA. The exchange is described in Figure 38.
[image: ]
[bookmark: _Ref404790308][bookmark: _Toc438484687][bookmark: _Toc478986496]Figure 38 – GROUPKEY-PULL Key Download Exchange
Before the key material is sent to the GM, the GM shall first respond to the SA exchange by sending message (3) with the Hash payload containing the HASH(3) computation shown here:
HASH(3) = prf(SKEYID_a, M-ID | Ni_b | Nr_b )
If the KDC cannot validate the hash calculation, a phase 2 informational exchange shall be initiated with an error indicating INVALID_HASH_INFORMATION (value 23).
The KDC shall respond with the last message (4) in the exchange. This includes a Hash payload containing HASH (4) and a Key Download payload. The Key Download (KD) payload shall be formatted as defined in IETF Internet Draft [53] section 2.3. The KDC shall not alter or specify any restrictions to the format of KD payload defined.
[bookmark: _Toc407026041][bookmark: _Toc407026175][bookmark: _Toc410256135][bookmark: _Toc352857367][bookmark: _Toc445639829][bookmark: _Toc478986448]Connections to the IEC 62351 parts and other IEC documents (Informative)
[bookmark: _GoBack]Figure 39 illustrates the connections between this part and other IEC 62351 documents.

 
[bookmark: _Ref353037413][bookmark: _Toc438484688][bookmark: _Toc478986497]Figure 39 – IEC 62351 Part 9 relationship to other IEC 62351 parts
Asymmetric keys are used in most parts, primarily for authentication and the secure transport of symmetric keys:
IEC 62351-3
IEC TS 62351-4
IEC TS 62351-5
IEC TS 62351-6
IEC TS 62351-8
IEC 62351-11
[bookmark: OLE_LINK1]Symmetric key distribution is needed in most IEC 62351 parts. The focus is on those IEC 62351 parts which use symmetrical keys at the application layer. This relates mainly to IEC TS 62351-5, IEC TS 62351-6 and to the group based key management approach in IEC TR 61850-90-5. For the other parts, using TLS, symmetric key handling is encapsulated within TLS itself and it may be rather a policy issue (cipher suites).
IEC 62351-3 and IEC TS 62351-4, as part of the TLS handshake.
IEC TS 62351-5 for the protection of IEC 60870-5 and derivate protocols.
IEC TS 62351-6 for the protection of GOOSE and Sample Values.
IEC TS 62351-8 for Profile C.
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Random Number Generation (RNG) 
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Random number generators (RNG) are a precondition for randomness and key generation in a secure manner. 
Different devices may use different algorithms for generating random numbers. An implementer may choose an appropriate random number generation mechanism for their devices and applications.
What follows is a simplistic overview of commonly implemented random number generation methods. An in-depth discussion of random number generation can be found in the US National Institute of Standards and Technology Special Publication SP 800-90.
One way to produce random numbers is by generating random bits using a process where the bit-wise output (Entropy) comes from a physical mechanism that is unpredictable. These are known as non-deterministic random bit generators (NRBGs). Often the physical mechanism is limited in the speed that it can produce random binary digits. Therefore, there is a strategy quickly to compute bits of pseudo-random data from the Entropy using an expansion algorithm; this class of RBGs is known as Deterministic Random Bit Generators (DRBGs). 
[bookmark: _Toc305351797][bookmark: _Toc352857460][bookmark: _Toc445639834][bookmark: _Toc478986452]Deterministic random bit generators
A DRBG mechanism uses a physical mechanism to provide an entropy input. This is called the seed. Then a DRBG algorithm produces a very rapid sequence of bits from the seed. A DRBG outputs pseudorandom bits, rather than random bits, with often a large increase in speed. The entropy input to the DRBG must provide an assurance of randomness. The DRBG will be unpredictable, up to the strength of the seed, as long as the seed is kept secret. The DRBG algorithm must be a good one or the strength of the seed will not matter.
The security of a RBG that uses a DRBG mechanism is an implementation issue. Implementers must provide a strong enough entropy source and a good DRBG algorithm.
A good DRBG provides backtracking resistance. In other words, it should not be possible to guess previous random outputs without knowledge of the seed. A good DRBG algorithm also provides unbiased output and prediction resistance. It should not be possible to predict the next pseudo-random number without knowledge of the seed. Finally, a good DRBG uses a conditioned entropy source. Entropy conditioning includes continuous tests of randomness and non-repetition, which will catch entropy source malfunctions such as 11111, 00000, or 010101, etc.
For implementation, a DRBG algorithm is chosen and then coupled with a conditioned entropy input. A seed size and seed life are chosen to provide appropriate resistance to prediction attacks. Because the seed life is relative to the amount of pseudorandom data generated from it, the speed of a DRBG is ultimately limited by the re-seed rate the entropy source can support.
[bookmark: _Toc305351798]Many host devices will not have a good source of entropy input all the time. Therefore, the DRBG must be instantiated at a time when the DRBG actually does have access to some reliable source of entropy input. The source of entropy input perhaps is only occasionally available. A DRBG may be implemented in a way that it can accumulate additional entropy from the application as additional input. A DRBG implementation should accept additional input whenever it can. An application that may have access to some entropy, such as timestamps or nonce from other devices, should provide these values to the DRBG as additional inputs.
[bookmark: _Toc352857461][bookmark: _Toc445639835][bookmark: _Toc478986453]Non-deterministic random number generation
This relates to basically all parts of IEC 62351 using cryptographic keys (3,4,5,6,8).
Non-Deterministic Random Number Generators and entropy sources are the only cryptographic primitive, which is not subject to standardization.
IEC 18031 or NIST SP 800-90 provide a hypothetical noisy diode example. However, it is not easy to build a good diode-based random number generator. One of the problems of that approach is the low quality of inexpensive A/D converters, another the ease with which powerline hum and other electromagnetic noise make it into the circuitry, and another is that certain diodes might go bad over time. 
There are several off-the-shelf hardware-based random bit generators sold for computerized gambling and cryptographic use. Their implementations vary from noisy diode and unlocked oscillator design to a commercially available quantum optical design. 
Hardware random number generators should be constantly monitored for proper operation. RFC 4086 and FIPS Pub 140-2 include tests that can be used for this.
Many noise sources exist. Since their output is largely predictable, these sources must be avoided for cryptographic use. Examples of what to avoid: 
Pink Noise generation circuits. While inexpensive, they produce pseudo-random digital noise so are not suitable for crypto use, unfortunately.
Microphones and radios: They are an external input that may be available to manipulation by an attacker.
The 1955 RAND table and other similar published sources of random numbers. These are well-known sources and have no forward nor backward security in a cryptographic setting.
[bookmark: _Toc305351799][bookmark: _Toc352857462][bookmark: _Toc445639836][bookmark: _Toc478986454]Entropy sources
Entropy is a measure of disorder in some small process or device that is a closed system but can be measured from outside. The measurement process produces a string of random bits. Each bit of a bit string with full entropy is unpredictable, has a uniform distribution and is independent of every other bit. To make an entropy source useful for Random Number Generation the process starts with a noise source, such as thermal noise; a digitization process; an assessment process; an optional conditioning process and health tests. Input noise from a network interface or a power line is usually not acceptable because it is not reliable. Side channel attacks must be considered. For example, a temperature extremes attack to quiet a thermal noise source would make it less random and reduce the real randomness of random numbers it produces, perhaps substantially. To account for possible attacks, a source of entropy should be measured by its worst-case scenario or Minimum Entropy it provides.
[bookmark: _Toc352857463][bookmark: _Toc445639837][bookmark: _Toc478986455]
(informative)

Certificate enrolment and renewal flowcharts
[bookmark: _Toc478986456][bookmark: _Toc445639838]Certificate Enrolment 
See Figure C.1for a potential flow for certificate enrolment.


[bookmark: _Toc478986498]Figure C.1 – Certificate Enrolment
[bookmark: _Toc445639839][bookmark: _Toc478986457]Certificate Renewal
See Figure C.2 for a state machine for certificate renewal
[image: ]
[bookmark: _Toc478986499]Figure C.2 – Certificate Renewal State Machine
[bookmark: _Toc326586594][bookmark: _Toc326671596][bookmark: _Toc326680375][bookmark: _Toc326684896][bookmark: _Toc336107269][bookmark: _Toc326684863][bookmark: _Ref433985754][bookmark: _Toc445639840][bookmark: _Toc478986458]
(informative)

Examples of certificate profiles
Note that the provided values need to be discussed and aligned within the IEC before publication of the document.
Tables D.1 to D.3 describe recommended certificate profiles for the applied certificates for an operator, a vendor and the associated OCSP (if used).
Legend:
	x
	Required, shall be sent and processed.

	(x)
	Optional, may be sent. If included, receiver must be able to process the field.

	-
	Shall not be present, sender shall not send this item.

	c
	This extension shall be flagged as critical (see 6.5.5).

	nc
	This extension shall be flagged as non-critical (see 6.5.5). Therefore, all optional fields should also be “non-critical”.

	1
	Bit shall be sent with value 1.

	0
	Bit shall be sent with value 0.

	0/1
	Bit can be sent with value 0 or 1, the sender is free to choose the value.

	?
	Stands for the selected profile of IEC 62351-8.



[bookmark: _Toc478986504]Table D.1 – Examples of operator public-key certificates
[image: ]

[bookmark: _Toc478986500]Note that for the application of EST as enrolment protocol, a local RA (LRA) needs to provide the key id-kp-cmcRA in the certificate used to authenticate towards the RA/CA. 

[bookmark: _Toc478986505]Table D.2 – Examples of OEM certificates 

[image: ]

[bookmark: _Toc478986501]Note that for the application of EST as enrolment protocol, a local RA (LRA) needs to provide the key id-kp-cmcRA in the certificate used to authenticate towards the RA/CA. 
[bookmark: _Toc349724751][bookmark: _Toc358802883][bookmark: _Toc358803024][bookmark: _Toc358976246][bookmark: _Toc478986506]Table D.3 – Example of OCSP certificate 

[image: ] 
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Product design must include the definition of necessary security features in the 

base architecture (e.g. secure storage, TRNG, etc.) 

 

Manufacturing includes the generation of manufacturer specific security 

parameters (e.g. manufacturer certificate) supporting product individualization 

and code signing. 

Engineering includes the creation of generic and/or end-owner specific security 

parameters, including ensuring supply chain security. 

 

Commissioning includes deployment into the operational environment with key 

generation, certification, key distribution, key storage, and certificate enrollment, 

chained to the manufacturing and engineering credentials. Also valid when 

replacing devices (see Decommissioning). 

 

Operations include security parameter maintenance: generation of session keys, 

key update, revocation and/or key archival, certificate renewal. 

 

Decommissioning includes the secure deletion of security parameters and key 

destruction, with possible key archiving, e.g. device end-of-life. 
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Cluster:

Name: DEFAULT PSO Root CA PSO Sub-CA 1 Entity Cert

Typ: Root/Sub/Leaf Root Sub Leaf

Version 2 (X.509v3) 2 (X.509v3) 2 (X.509v3) 2 (X.509v3)

SerialNumber Integer Integer Integer Integer

Signature

rsa-with-SHA256, 

ecdsa-with-SHA256 

rsa-with-SHA256, 

ecdsa-with-SHA256 

rsa-with-SHA256, 

ecdsa-with-SHA256 

rsa-with-SHA256, 

ecdsa-with-SHA256 

Country (x) (x) (x) (x)

Organization x x x x

Organization Unit (x) (x) (x) (x)

Common Name x x x x

Domain Component (x) (x) (x) (x)

Validity

[PSO policy] [PSO policy] [PSO policy]

Country (x) (x) (x) -

Organization x x x x

Organization Unit (x) (x) (x) (x)

Common Name x x x x

Domain Component (x) (x) (x) (x)

Public Key x x x x

Cryptographic 

Algorithm

id-rsaPublicKey, 

id-ecPublicKey

id-rsaPublicKey, 

id-ecPublicKey

id-rsaPublicKey, 

id-ecPublicKey

id-rsaPublicKey, 

id-ecPublicKey

Parameters

ECParameters 

(namedCurve secp256r1)

ECParameters 

(namedCurve secp256r1)

ECParameters 

(namedCurve secp256r1)

ECParameters 

(namedCurve secp256r1)

AuthorityKeyIdentifier (x) / nc (x) / nc (x) / nc (x) / nc

SubjectKeyIdentifier (x) / nc (x) / nc (x) / nc (x) / nc

KeyUsage c c c c

digitalSignature 0/1 0/1 0/1 1

nonRepudiation

(contentCommitment)

0/1 0/1 0/1 1

keyEncipherment 0/1 0/1 0/1 1

dataEncipherment 0 0 0 0

keyAgreement 0/1 0/1 0/1 1

keyCertSign 1 1 1 0

cRLSign 1 1 1 0

encipherOnly 0 0 0 0

decipherOnly 0 0 0 0

ExtendedKeyUsage - - - -

CertificatePolicies - (x) / nc - -

BasicConstraints c c c c

CA TRUE TRUE TRUE FALSE

PathLength - - 1 -

subjectAltName (x) / nc (x) / nc (x) / nc (x) / nc

CRLDistributionPoints (x) / nc (x) / nc (x) / nc (x) / nc

Authority Information 

Access  (OCSP)

(x) / nc

id-ad-ocsp / location of 

the OCSP responder 

(x) / nc

id-ad-ocsp / location of 

the OCSP responder 

(x) / nc

id-ad-ocsp / location of 

the OCSP responder 

(x) / nc

id-ad-ocsp / location of 

the OCSP responder 

Custom Extensions 

RBAC (IEC 6251-8) - - -

1.2.840.10070.8.Profile 

A/B/C

CertAVL Distribution Point 

(IEC 62351-9)     

(x) - - (x)

CertAVL Verification 

(IEC 62351-9)     

c - - (c)

CertAVL Siging 

 (IEC 62351-9)     

0/1 0/1 0/1 -

CertAVL Siging 

 (IEC 62351-9)     

0/1 0/1 0/1 -

Cryptographic 

Algorithm

Signature Value

rsa-with-SHA256,

 ecdsa-with-SHA256

Octet-String

rsa-with-SHA256,

 ecdsa-with-SHA256

Octet-String

rsa-with-SHA256,

 ecdsa-with-SHA256

Octet-String

rsa-with-SHA256,

 ecdsa-with-SHA256

Octet-String

Signature Value
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Issuer
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User Group 

tbsCertificate
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Cluster:

Name: DEFAULT OEM Root CA OEM Sub-CA 1 OEM Prov Certificate

Typ: Root/Sub/Leaf Root Sub Leaf

Version 2 (X.509v3) 2 (X.509v3) 2 (X.509v3) 2 (X.509v3)

SerialNumber Integer Integer Integer Integer

Signature

rsa-with-SHA256, 

ecdsa-with-SHA256 

rsa-with-SHA256, 

ecdsa-with-SHA256 

rsa-with-SHA256, 

ecdsa-with-SHA256 

rsa-with-SHA256, 

ecdsa-with-SHA256 

Country (x) (x) (x) (x)

Organization x x x x

Organization Unit (x) (x) (x) (x)

Common Name x x x x

Domain Component (x) (x) (x) (x)

Validity

[OEM policy] [OEM policy] [OEM policy]

Country (x) (x) (x) -

Organization x x x x

Organization Unit (x) (x) (x) (x)

Common Name x x x x

Domain Component (x) (x) (x) (x)

Public Key x x x x

Cryptographic 

Algorithm

id-rsaPublicKey, 

id-ecPublicKey

id-rsaPublicKey, 

id-ecPublicKey

id-rsaPublicKey, 

id-ecPublicKey

id-rsaPublicKey, 

id-ecPublicKey

Parameters

ECParameters 

(namedCurve secp256r1)

ECParameters 

(namedCurve secp256r1)

ECParameters 

(namedCurve secp256r1)

ECParameters 

(namedCurve secp256r1)

AuthorityKeyIdentifier (x) / nc (x) / nc (x) / nc (x) / nc

SubjectKeyIdentifier (x) / nc (x) / nc (x) / nc (x) / nc

KeyUsage c c c c

digitalSignature 0/1 0/1 0/1 1

nonRepudiation

(contentCommitment)

0/1 0/1 0/1 1

keyEncipherment 0/1 0/1 0/1 1

dataEncipherment 0 0 0 0

keyAgreement 0/1 0/1 0/1 1

keyCertSign 1 1 1 0

cRLSign 1 1 1 0

encipherOnly 0 0 0 0

decipherOnly 0 0 0 0

ExtendedKeyUsage - - - -

CertificatePolicies - - - -

BasicConstraints c c c c

CA TRUE TRUE TRUE FALSE

PathLength - - 1 -

subjectAltName (x) / nc (x) / nc (x) / nc (x) / nc

CRLDistributionPoints (x) / nc (x) / nc (x) / nc (x) / nc

Authority Information 

Access  (OCSP)

(x) / nc

id-ad-ocsp / location of 

the OCSP responder 

(x) / nc

id-ad-ocsp / location of 

the OCSP responder 

(x) / nc

id-ad-ocsp / location of 

the OCSP responder 

(x) / nc

id-ad-ocsp / location of the 

OCSP responder 

Custom Extensions 

RBAC (IEC 6251-8) - - - -

CertAVL Distribution Point 

(IEC 62351-9)     

(x) - - -

CertAVL Verification 

(IEC 62351-9)     

c - - -

CertAVL Siging 

 (IEC 62351-9)     

0/1 - - -

CertAVL Siging 

 (IEC 62351-9)     

0/1 - - -

Cryptographic 

Algorithm

Signature Value

rsa-with-SHA256,

 ecdsa-with-SHA256

Octet-String

rsa-with-SHA256,

 ecdsa-with-SHA256

Octet-String

rsa-with-SHA256,

 ecdsa-with-SHA256

Octet-String

rsa-with-SHA256,

 ecdsa-with-SHA256

Octet-String

Signature Value
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Cluster: OCSP

Name: DEFAULT OCSP Cert

Typ: Root/Sub/Leaf Leaf

Version 2 (X.509v3) 2 (X.509v3)

SerialNumber Integer Integer

Signature

rsa-with-SHA256, 

ecdsa-with-SHA256 

rsa-with-SHA256, 

ecdsa-with-SHA256 

Country (x) (x)

Organization x x

Organization Unit (x) (x)

Common Name x x

Domain Component (x) (x)

Validity

[PSO policy]

Country (x) -

Organization x x

Organization Unit (x) (x)

Common Name x x

Domain Component (x) (x)

Public Key x x

Cryptographic 

Algorithm

id-rsaPublicKey, 

id-ecPublicKey

id-rsaPublicKey, 

id-ecPublicKey

Parameters

ECParameters 

(namedCurve secp256r1)

ECParameters 

(namedCurve secp256r1)

AuthorityKeyIdentifier (x) / nc (x) / nc

SubjectKeyIdentifier (x) / nc (x) / nc

KeyUsage c c

digitalSignature 0/1 0/1

nonRepudiation

(contentCommitment)

0/1 0/1

keyEncipherment 0/1 0/1

dataEncipherment 0 0

keyAgreement 0/1 0/1

keyCertSign 1 0

cRLSign 1 0

encipherOnly 0 0

decipherOnly 0 0

ExtendedKeyUsage -

1.3.6.1.5.5.7.3.9 - 

OCSPSigning 

CertificatePolicies - -

BasicConstraints c c

CA TRUE FALSE

PathLength - -

subjectAltName (x) / nc (x) / nc

CRLDistributionPoints (x) / nc (x) / nc

Authority Information 

Access  (OCSP)

(x) / nc

id-ad-ocsp / location of 

the OCSP responder 

(x) / nc

id-ad-ocsp / location of 

the OCSP responder 

Custom Extensions 

RBAC (IEC 6251-8) - -

CertAVL Distribution Point 

(IEC 62351-9)     

(x) -

CertAVL Verification 

(IEC 62351-9)     

c -

CertAVL Siging 

 (IEC 62351-9)     

0/1 -

CertAVL Siging 

 (IEC 62351-9)     

0/1 -

Cryptographic 

Algorithm

Signature Value

rsa-with-SHA256,

 ecdsa-with-SHA256

Octet-String

rsa-with-SHA256,

 ecdsa-with-SHA256

Octet-String

Signature Value
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